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Assumptions
1. Windows 2003 server (SBS 2003) and Microsoft ISA is already installed.
2. HMS already installed on the ISA Server. This has assumed as it is the most configured
scenario.
3. HTTP and HTTPS protocol not already configured in an Access rule within Microsoft ISA.

Outbound HTTP and HTTPS from the internal network/host is all that is required for HMS to

work.

Getting Started

Start the ISA console by clicking on All Programs-Microsoft ISA Server — ISA Server
Management.
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Adding Access Rule
1. R'=ht click on Firewall Policz and create a New - Access Rule.
osoft Internet Security and Acceleration Server 2004 = S |

Elle  Action  Yiew Help

= RARENOICH
2] Microsoft Internet Security and Accele iwz rity &
=-Lg 15aTEST nternet Secu . .
2 o Acceleration Serverz004 e Ry
£ Moritoring Standard Edition
¢

) Virtwal pr Refresh

Y all Policy
Configur:
Export.... = | Mame | action | Frotocols | From  Listerer | To | condition
Irnport. ..
£e ] 1 ROP 2 dllow Lf RDP (Terminal Services) < Internal helocalHost Al Users
Edit System Palicy... Fi
LT ROP (Terminal Services. ..
Liisz i Tnkernal < Local Host &l Users
5 ‘Web Server Publishing Rule. .. ke E'
M\awi Secure Web Server Publishing Rule. .. L Fing A Inkernal halocalHost Al Users
Help Mail Servet Publishing Rule... L por3 - Loeal Host . Internal oAl Users
Server Publishing Rule. .. -
I A ey L4} Al outbound Traffic % All Netwarks ... <2, All Network... 2 Al Users
o] W
7] Last Default rule © Deny L4 all Traffic < all Netwarks ... 25 All Netwark... S8 Al Users

1 E—| M

|
@istart] | [ @ [ Microsoft Internet Se...

\
| | 7 119 am,

Give the Access Rule a descriptive name eg

22 isatest - Remote Desktop

HealthLink

7 New Access Ri izard
4 welcome to the New Access
E e T Rule Wizard
F Acceleration 2004
This wizard helps you create a new access ule, Access
miles define the action that is taken, and the protocals that
may be used, when specified clients from one network
attempt to access specific destinations or content on
another network. | From | Listener | To I Caondition
i h erminal Services) = Internal % Local Host: 2 Al Users
erminal Services...
-- Aocess rule name: =4 Internal % Lacal Host o &l Users
- IHeaIlhhnk] & Internal S LocalHost % all Users
-- . Local Host A Internal 2 il Users
Ta continue, click Next bound Traffic <k, All etworks ... < All Network,.. % all Users
fic <5 All Metworks ... < All Network, . % All Users
< Back I Next > I Cancel
b
< >
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3. Set the Action to Allow

satest - Remote De

[_
q  Rule Action
= Select how client requests for content from the specified destination are dealt with
= if the conditions specified in the rule are met
E Firewall Polig
Action ta take when rule conditions are met:
" Deny
| From / Listener | To | condition |
erminal Services) b Internal s Local Host % All Users
erminal Services...
. Internal SiLocalHost % all Users
=& Internal <ielocal Host % all Users
<halocalHost < Internal o il Users
bound Traffic <5 All Metworks ... <2, All Metwork, . El All Users
fic <k Alletworks ... <% Al Network,.. 2 Al Users
< Back I MNext> I Cancel
o
< | >

4. In this Rule Applies to field choose Selected Protocols and goto Web — HTTP and HTTPS
click Close and Next

Protocols
Select the protocals this rule applies ko,

[l it | PN

Firewall Policy
Add Protocols

Protocols:

This rule applies to:

|Selected protacal:

Ll

New - Edit.. Delere (IEandie
3 Commen Prokocols Al Users
3 Infrastructure
3 mail

(23 Instant Messaging 2 4l Users
3 Rremote Terminal 4l Users

Protocols:

LiiHTTR Add :
_& |

LiHTTRS
- Edi..
(3 streaming Media

Remaye
i 3 PN and TPSec A2 Al Users
Paits... L | B L web 0l Usars

L Fre
f U] FTP Sarver 24l Users
LA Hrre
< Back Mext > | Cancel I 1 s

L8 HTTPS Server
(3 User-Defined
(3 Authentication
(23 Server Protocols
[ AllProtacols

K L
[ \
@istart] | [ @ [ Microsoft Internet Se... | @) |2 weoam
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5.

In Access Rules Sources choose Networks — Local Host.

Add Network Entities [ =]

Delete

=T - - I

coe_|

Firewall Policy

ply.

e |1 | condition
b.localHost ARy Al Users
~b.localHost %Al Users
4. Local Host A% Al Users
=L Internal A2 4l Users

ks ... 25l etwork... B Al Users

ks ... =5, Al Network,.. % All Users

7@ Access Rule Sources
= This rule will apply to traffic ariginating from the sowces specified in this page.
=
E
Thiis rule applies to traffic from these sources:
& Loca Host Network entities:
Mew - Edib..
(4 Network Sets
[ Computers
[ Address Ranges
(3 subnets
(L3 Computer Sets
< Back Mext >
1 E—| M

|
@istart] | [ @ [ Microsoft Internet Se...

Access Rule Destinations

In Access Rule Destinations choose External

\
| | 2 a0 am,

]
L This rule will apply to hraffic sent from the rule sources to the destinations speciied
= in this page.
E Firewall Policy
Add Network Entities
This rule applies to traffic sent to these destinations:
Metwork entitiss:
@ External Add.. s
New - Edit,.. Delete —
Edi. 1] A ondition
o =] % all Users
R er [ Network Sets
3 Computers
(23 Address Ranges |28l Users
(3 Subnets % all Users
(23 Domain Name Sets ]
[ URL Sets [yl Lsers
be [ Computer Sets % all Users
fit |% 4l Users
< Back Mext > Cancel
| o
Bistart] | [# @ || Microsoft Internet Se... | | 7 t1:21 am,
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7. In User Sets window select All Users

off Internet Ge
New Access Rule Wizard

f
74 User Sets
_ You can apply the rule ta requests from all users. Or. you can limit access to
E specific user sets.
B Firewall Policy
Thiz rule applies ta requests from the fallowing user sets:
= Al Users Add |
i | From f Listerer | To | Condition |
erminal Services) <l Inkernal lelocalHost %Al Users
Remave | rminal Services...
< Internal halocalHost %Al Users
< Inkernal <b.localHost ARyl Users
alocalHost <. Internal Al Users
bound Traffic <% Al Networks ... <%, All Network... £ All Users
fic < all Netwarks ... 25 All Netwark... S8 Al Users
< Back I Mest > I Cancel
1 E—| M

|
@istart] | [ @ [ Microsoft Internet Se...

8. Check the summary window

New Access Rule Wizard Ei |

Microsoft 5
Internet Security &
Acceleration 2004

Completing the New Access Rule
Wizard

You have successfully completed the Mew Access Rule
Wizard. The new Accesz Rule will have the following
configuration:

Mame: -
Healthlink, —
Action:
Alloy
Traffic:
HTTRHTTPS
Saource:
Local Host
Drestination:
External e

Accepted uzer sets: =
A Ll_l

To cloze the wizard, click Finish.

\
| | 7 122 am,

< Back I Finizh I Cancel
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Apply the Rule

B Microsoft Internet Security and Acceleration Server 2004

[ [51=]

Elle  Action  Yiew Help
= |A@E2R2 [ LAEFEXPE ¢ + @B

Intemet Security &
A:celeraﬁonsne?verm

standard Edition

g |'§ Apply Discard To save changes and update the configuratian, click Apply.

| 2] Microsoft Internet Security and Accel
-3 15aTEST

=] Monitoring

4 Firewall Policy

) virkual Private Networks (WP,
-5 Configuration

Firewall Policy

L4 Al Traffic <k Al Metworks ... <2, ll Network...

S Deny

(7] Last Default rule

I | |

Firewall Policy Y
0. » | nName | action | Protocols | From f Listener | To | condition |
=11 ROP 2 Allow LF RO (Terminal Services) . Internal b.localHost ARy Al Users
lﬁ RDP (Tetminal Services...
g e
W HTTRS
[f]s w2 & Alew ez < Inkernal <b.localHost ARy Al Users
(e 1M (2 Alow 1] ping . Internal “ilocalHost 8 Al Users
[#]s pop 2 sllow i por3 olocalHost  <b.Internal o Al Users
[Ele  any & Al 143 Al Qutbeound Trsffic e Al Nstworks 1.0 =, Al Nstwork,., 8 Al Ussrs
24l Users

|pone
B Microsoft Internet Security and Acceleration Gerver 2004

(&[]

ﬁ Firewall Policy
) virkual Private Networks (WP,

¥k Configuration

g |'§ Apply Discard To save changes and update the configuratian, click Apply.

Elle  Action Yiew Help

o | m@| @

2] Microsoft Internet Security and Accele ivl!i(mmﬂ' it e

L= %nﬁ:;tmm %ﬁon Sne?verm Firewall Policy

Healthiink 12 Bllow I-J; HTTR

2 ]2
Apply New Configuration
oK

Applying changes...

Firewall Policy Y
0... » | mMame | action | Pratacols | From j Listener | Ta | condition
= [#]1 ROP 2 llow LF RDP (Terminal Services) <. Inkernal b.localHost ARy Al Users
lﬁ RDP (Terminal Services. ..
. Internal P External ™ Al Users

Al Users
A2 4l Users
A2 &l Users
. Al Users
. 8B all Users

B

1 —|

|pore

@istart] | [ @ [ Microsoft Internet Se...
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B Microsoft Internet Security and Acceleration Server 2004 [_T&[x

Elle  Action Yiew Help

& - AR2E | EFXDE e » @F

| 2] Microsoft Internet Security and Accel M

EH.S ISATEST Firewall Policy
.~ E] Monitoring

\j Firewall Policy

b Yirkual Private Metworks (WPh Firewall Policy
. Configuration

10. Check the Firewall Policy window and move rule as appropriate to your organisation.

Q... = | Mame | Ackion I Protocals | From [ Listener I To | Condition

=71 Rop 2 dllow ﬂ._g;pop (Terminal Services) < Inkernal helocalHost Al Users
L1} ROP (Terminal Services. ..

213 82 (2 Allow U a2 b Inkernal = Local Host = Al Users
e Le=]

[rle 1cme (& Alewy L ping < Inkernal <b.localHost ARy Al Users

[#]s Por (2 Al L pop3 ilocslHost . Internsl = 4l Users

(B any 2 dllow (4 all outbound Traffic <%, All Networks ... 2. All Network... 2 All Users

(7] Last Default rule & Deny L4 ol Traffic 2 All Metwarks ... 25 Al Netwark.., S All Users

1 —| M

|pore

\
@istart] | [ @ [ Microsoft Internet Se... | @) |2 1esam

11. Restart Services — open ‘Services’ and restart the Microsoft ISA Service Control service.
NB: When stopping the ISA service the user will be prompted with a list of other services
that will also restart as they are dependant on this service- click Yes and wait for restart.

Fle  Acion WYiew Help

+ = |[@m
@ Services (Local)

B2 = m

Services (Local)

Restart Service

Microsoft ISA Server Control Mame/ | Description | status | Startup Type | Logonas | |
%DNS lient Resolves a...  Started Aukomatic Metwork 5.
%;Ret;:r:;crime %Error Reporting Service Collects, st... Started Automatic Local System
I Event Log Enables ev... Starked Automatic Lacal System
%Fi\e Reeplication Allows files... Manual Local System
Description: %Help and Support Enables He... Started Automatic Lacal System
Controls I5A Server services %HTTP S5L This servic...  Starked Manual Local System
%Human Interface Device Access Enables ge... Disabled Local System
%HS Admin Service Enables thi... Started Aukomatic Local System
%IMAPI CO-Burning COM Service Manages C... Disabled Local System
%Indexing Service Indexes ca... Disabled Local Swskem
%Inters\te Messaging Enables me... Disabled Local System
%IPSEC Services Provides ...  Started Aukomatic Local System
%Kerheros Key Distribution Center On domain ... Disabled Local System
%L\cense Logaing Manitors a..,  Started Aukomatic Metwork S,
4L ogical Disk Manager Detectsan... Starked  Automatic Lacal System
4L ogical Disk Manager Administrative Service Corfigures... Marwal Lacal System
Messenger Transmits ... Disabled Local System =
%M\EFDSD& Firewall Provides Fir, Started Automatic Metwork 5.

ed

%M\Ernsuft 154 Server Job Scheduler Runs 1A 5. Started Automatic Local System
%M\Ernsuft ISA Server Storage Provides 15...  Started Automatic Metwork 5.
& Microsoft Software Shadow Copy Provider Manages s... Manual Local System
S MESOLEMSFY Started  Automatic Local System
M550 ServerADHelper Manwal Local System
“ahet Logon Maintains ... Manual Local System
“ahletMeeting Remote Desktop Sharing Enables an... Disabled Local System
Shetwork Connections Manages 0... Started  Manual Local System
%Netwurk DDE Provides n... Disabled Local System
%Netwurk DDE DSDM Manages D... Disabled Local System
%Netwurk Location Awareness (MLA) Collecks an...  Starked Manual Local System
%NT LM Security Suppart Provider Provides ... Manual Local System
%Performance Logs and Alerts Collects pe... Manual Metwork. 5.,
%Plug and Play Enables ac... Starked Automatic Lacal System
HRnPiortahle Media Serisl Bimber Service Betriswas b tar sl Laral Suckem = |

Extended 4 Standard /

\
i/ start J @ & J - Microsoft Internet Scuri., || 8y Services J | B 1:53am.
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Elle  Action Yiew Help
« = [[@\] ENER R S
% Services (Local) Services (Local)

Restart Other Services (7] | Description | Status | Startup Type | Logonas | |

& ‘wihen Miciosoft 1S4 Server Control restarts, these other Resolves 3., Started  Adtomatic Metwork 5...

services will also restart Collscts, st,.,  Started Aukomatic Local System

Enables ev,., Started Aukomatic Local System

Allawes files, . Manwal Local System

Miciosoft [54.5 erver.Job Scheduler Enables He.,, Started Automatic Local System

Microsoft Firewall

This servic...  Starked Manual Lacal System

cess Enahles ge... Disabled Lacal System

Enables thi... Started Automatic Local System

vice Manages C. Disabled Local System

Indexes co... Disabled Local System

Do you want b restart these services? Enables me... Disabled Local System

Provides e. Started Automatic Local System

o No enter on domain ... Disabled Local System

— — Moritors a...  Started  Adtomatic Metwork 5.

FaLogical Disk Manager Detectsan... Started Automatic Local System

L ogical Disk Manager Administrative Service Configures... Manual Local System
Messenger Transrits ... Disabled Local System —

%M\EFDSDH Firewal Provides fir...  Started Aukomatic Metwork 5...

%M\EFDSDH 15A Server Contral Controls I5...  Started Aukomatic Local System

%M\EFDSDH 15A Server Job Scheduler Runs15A 5., Started Aukomatic Local System

%M\\:rusuft 154 Server Storage Provides 15...  Started Aukomatic Metwork 5.

SaMicrosaft Software Shadow Copy Provider Manages s. Manual Local System

%MSSQWMSFW Starked Automatic Local System

%MSSQLSeWeMDHe\per Manual Local System

%Net Logan Mainkains a, Manual Lacal System

%NetMeet\ng Remate Desktop Sharing Enables an... Disabled Lacal System

%Netwurk Connections Manages 0... Starked Manual Local System

%Netwurk DDE Praovides n. Disabled Local System

%Netwurk DDE DSDM Manages D... Disabled Local System

%Netwurk Location Awareness (MLA) Collecks an... Starked Manual Local System

%NT LM Security Suppart Praovider Provides s... Manual Local System

%Performance Logs and Alerts Collects pe... Marwal Metwark 5. ..

%Plug and Play Enables ac... Started Aukomatic Local System
Pt ahle Media Serisl Bimber Service Bebiswas b tar sl Laral Suckem = |

Extended 4 Standard /

[ \
i/ start J @ & J - Microsoft Internet Scuri., || 8y Services J | B 1:53am.
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Testing HMS

1. Start HMS and enter initial HMS application password.

£ Healtl
User  Help

User: [0 users logged on)

Open aconnection
Process outgoing messages

Sentd messayes.

Receive messages. I Log On traing14

Process incoming messages: Username: I;ralﬂg1 4 (fraing14) =
Send acknowledgements Caonhection Password: *|

Close the connection This is the password chosen by the person who installied HMS
[ ] Automatically start and log me into HeatthLink SEC

Time remaining: 55 seconds

Log on Liog G | Cancel

Close L&ﬁazﬂlﬁﬂi

IRE (WFORMATION EXCHARGE

traing14

distart| | [ @ | [ Microsoft Intermet Securi... || ) Healthlink SIX - HMS . | | 7 123 am,
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2. If ISA rule successful then the HMS application will connect and send/receive messages.

Troubleshooting

1. Ensure the HealthLink policy has been applied

2. Check the Source and destination networks in the HealthLink policy.
If policy applied try surfing a secure website, if working then you will be allowed to surf a
https site.
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