SecureCert Digital Certificate User Guide

Purpose Thisguideisintended to provide you with the information you need to
install and use a SecureCert digital certificate.

Isthisrelevant If you have a SecureCert digital certificate, you need thisguide
toyou?

What if | don’t You need the ‘SecureCert Digital Certificate Information Sheet’ available on
haveadigital  the Ministry of Health’swebsite or by email or phone request:

o
certificater Website: www.nzhis.govt.nz/ moh.nsf/ pagesns/ 494?0Open

Email: registrar@zhsra.co.nz

Phone: NZH SRA on 0800 117 590

Thiswill provide some general information about digital certificates and
instructionsfor applying for one.

Contents This guide contains the following sections:
Section See Page

1. Preparing to Install Your Digital Certificate 2
2. Instructionsfor Installing Your Digital Certificate 5
3. Digital Certificate Helpdesk Support 14
4. Digital Certificate Security and Storage 15
5. Digital Certificate Renewal 16
6. Digital Certificate Revocation 18
7. Changing Personal or Organisation Details 20
8. Appendix 1—Installing Dial-Up Networking 21

Glossary Registration Authority: The body responsible for approving and

administering applications for digital certificates

Certification Authority: The body responsible for issuing, renewing and
supporting digital certificates

NZHSRA: New Zealand Health and Disability Sector Registration Authority

Encryption: In simple termsthis meansthat the information is ‘scrambled’ so
that it cannot be understood by anyone other than the intended recipient

Revocation: The ‘canceling’ of adigital certificate

VPN: Virtual private network
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1. Preparingto Install Your Digital Certificate

Introduction

What should
you already
have?

What do you
need to get?

Getting your

This section contains the list of thingsthat you need to do prior to installing
your digital certificate. To ensure the installation runs smoothly, it is
recommended that you follow these steps.

In the digital certificate courier pack from HealthLink, you should have
received:

The floppy disk containing the digital certificate (or CD ROM if
requested at time of application)
Theinstallation instructions (See section 2)

Your computer must have Dial-Up Networking. See ‘Have you got Dial-Up
Networking’ below.

Theinstallation password (also known asthe ‘passphrase’)

Note: the installation password isrequired during the installation process. It
isrecommended that you call to obtain this prior to commencing the
installation. This password will only be given to you (the digital certificate
holder)

Call HealthLink on 0800 288 887 and request your digital certificate

installation password. HealthLink will ask some questionsto verify your identity e.g. the
password challenge phrase (or ‘unique sequence’) that you wrote on your digital
certificate application form.
Wheredo | The digital certificate must be installed:
install it? . .
! ! On aworkstation (PC) that has access to the network you intend to use
e.g. HealthLink, Health Intranet, Internet
On aworkstation that has accessto relevant software required for use
with the digital certificate e.g. your practice management system
Note: Theinstallation must be done with the log on that you intend to use
it withi.e. your usual log on
Continued on next page
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Preparing to Install Your Digital Certificate, Continued

Haveyou got Thisisastandard feature of the Windows operating system and it islikely

Dial-up that you haveit installed.
Networking?

If you have Microsoft Windows:

2000

Millennium Edition

XP
Dial-up Networking will alwaysbe installed.
If you have Microsoft Windows 95/ 98 or NT:

Refer to the table below for instructions on checking if you have Dial-
up Networking installed

Step Action PC Display Results

1 On thedesktop Double
click on My Computer

My Computer

2 If Dial-up Networking is
installed you will seethe
Dial-up Networking Icon.

If Dial-up Networking is
Not installed GO to
Appendix 1.

Need advice Contact the HealthLink Helpdesk:

on whereto
install it?
thstaltt Telephone: 0800 288 887

Facsimile: 0800 288 885

Email: helpdesk@healthlink.net

Operating Hours: 8.00 am —6.00 pm Monday to Friday
Continued on next page
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Preparing to Install Your Digital Certificate, Continued

Will anything  During theinstallation procedure you may be prompted to change your
changeinmy  browser or browser settings. These changes can be made within the
computer set installation program.
up?
1. Thetypesand minimum versions of web browser required to
successfully install your digital certificate are:

- Internet Explorer version 5.5 (or higher)
- Netscape 4.75 (or Higher)
2. Thecipher strength of your browser needsto be 128 bit

You will be advised if either of these need to be changed during the
installation procedure and given the opportunity to exit the program or
make the changes.
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2. Instructionsfor Installing Your Digital Certificate

Overview

Installing your

Thedigital certificate floppy disk (or CD Rom) contains an automated

program for installing your digital certificate. The screen will prompt you to
click on the appropriate instruction asyou go along.

Thisisa step-by-step guideto what you will see onscreen and provides
explanations for each step of the process.

Follow the steps below:

digital

certificate

Step Action PC Display results
1 Insert the floppy Intentionally blank

disk or CD Rom into
the appropriate
drive on your PC

2 On the desktop
Doubleclick on My
Computer

3 If you have afloppy

disk:

- Doubleclick on
the 32 Floppy
Drive A

If you havea CD

Rom:
Doubleclick on
the CD Rom
Drive

@, My Computer

—

\EE N
My Computer

File Edit Yiew Favorites Tools  Help

P - 1| Qo Grean 31 % X 0|6

Address @ My Comnputer
1]

- b =

Ha Ll H) =
- 3% Floppy/ Local Disk (T} Compar

My Computer (a:

Disc

Select an ibem to view its description,

Displays the files and Folders on your
camputer

See also:
My Documents

My Metwork Places
Mekwork and Dial-up Connections

SecureCert Digital Certificate
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Instructions for Installing Your Digital Certificate, Continued

Installing your digital certificate (continued)

Step Action PC Display results
4 Thefiles contained Mame Size
::r(]er){ﬁ‘iljga?el%:/ti?: be =% HealthCert DC User Install Guide (Final).pdf 689 KE
displayed - LER 435 KB
e 1 KB
Double click the NZHealthCa, pem | KE
Installer.exe file.
HSLIserl Certificate_Z27259837 . pfx 5 kKB
EdHealthsecureCa. car 1 KB
EdnzHealthca. cer 1 KE
SecurECertC.ﬁ..cer 1kE
5 Click Next to Security Installer P
continue

Note: Theinstaller
checks and advises
what your operating
system is.

healthLink

Welcome

This installer will check that your default browser is carrectly set up for secure
access to the Health Infranet. If necessary you'll be prompted to update your
default browser version, and o allow the upgrading of security seftings.

You'll be quided through each step of this process and a log file will be created in
case it's needed later,

Windows 2000 Professional Service Pack 3 (Build
2195)

1.1.6 {build 9)

| Exit| Next®

The next page will check your default browser,

SecureCert Digital Certificate
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Instructions for Installing Your Digital Certificate, Continued

Installing your digital certificate (continued)

Step

Action

PC Display results

6a

Theinstaller has
checked your
browser. This screen
will be displayed if
you havethe correct
browser type and
version.

Click Next to
Continue

Goto step 7a

Note: If this screen
isnot displayed,
find the screen that
isdisplayed in one
of steps 6b, 6¢, and
6d.below. Go to that
step.

Security Installer

healthiink

Browser

Secure access 1o the Health Intranet applications requires that yvour default
internet browser is the right type and the right version,
Your default bro Internet Explurer‘kﬁ.u 2800 {build 1106},

e next page.

ease proceed o

CEack | Exit | Next$D

The next page will check your bro

6b

You Do Not have

the correct brow ser

type. To install the

correct type of

browser Click:

- Microsoft Internet
Explorer

Or

- Netscape Now

Click Next to
Continue

Goto step 7a

WARNING!

If you are not sure
about browsers or
making changes to
your computer
system Click Exit to
stop and contact
your computer
administrator

ﬂ
healthLink

Browser

Secure access to the Health Infranet applications requires that your default
internet browser is the right type and the right version,

Fleaze make Internet Explorer or Metscape Mavigator your default browser,

You can click one of these buttons 1o download either
““m'm“ Netscape
e'w' or NOW!

and install it as your default browser,

SecureCert Digital Certificate
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Instructions for Installing Your Digital Certificate, Continued

Installing your digital certificate (continued)

Step Action PC Display results
6c | YouDoNothave | E g
theright version of o,
Netscape. It needsto ]Zé’dlﬂ?/LZNK
be updated to a later
version.
Browser
Click Netscape
Now to download Secure access to the Health Infranet applications requires that your default
the latest version internet browser is the right type and the right version,
over the Internet.
iz Netscape 4.0.0
When you've ith the Health Intranet.
updated your
browser: Flease download and install the latest version of Metscape Mavigator,
Netscape
Click Next to HO\H’;
Continue
Goto step 7a
Wwhen you've updated your browser, click next. cE:au::k; =T
6d | YouDoNothave | ERVIIECCENNNNN J

theright version of
Internet Explorer. It
needsto be updated
to alater version

Click Microsoft
Internet Explorer to
download the latest
version over the
Internet.

When you've
updated your
browser:

Click Next to
Continue

Goto step 7a

healthLink

Browser

Secure access o the Health Intranet applications requires that your default
internet browser is the right type and the right version,

Please download and install the latest version of Internet Explarer.

I\iicrmit
Explorer

Cack | Exit |

When you've updated your bri

SecureCert Digital Certificate
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Instructions for Installing Your Digital Certificate, Continued

Installing your digital certificate (continued)

Step

Action

7a

Your brow ser
security settings are
correct

Click Next to
continue

Goto Sep 8

Note: If this screen
isnot displayed Go
to step 7b

7b

Your brow ser
security settings are
not correct.

Click Upgrade
Security to upgrade
your browser
encryption level.

Goto Step 8

WARNING!

If you are not sure
about browsers or
making changes to
your computer
system Click Exit to
stop and contact
your computer
administrator

Secure access o the Health Intranet applications requires that your default
internet broveser provides 128-bit encryption for security.

healthLink

PC Display results

Security

The next page will install vour digital certificates,

Secure access o the Health Intranet applications requires that your default
internet browser provides 128-bit encryption for security,

Yavr

wihi

Fleaze upgrade security for version 7.1.0 (build 0}
of Metscape Mavigator 1o 128-hit by downloading the latest version of the browser,

Security

r encryption level is less than 128-bit,
n't adequate for the Health Infranet,

Upgrade Security

When you've updated your security, click nexdt.

cEial::I-; | Exit | NE.::-:IQ
]
healthiing

cE:al::ll; =T
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Instructions for Installing Your Digital Certificate, Continued

Installing your digital certificate (continued)

Step

Action

PC Display results

8

Click Install
Certificates to
install your
certificate

Goto Sep 9

Security Installer x|

healthLink

X Digital Certificates

To enable you to connect 1o the Health Intranet applications, vou now need to
install the necessary certificates on this computer,

Install Certificates

Typeyour
password in. The
password is case-
sensitive.

Click OK

Goto Step 10

10

Click OK to
continue

Note: Do not adjust
the security level
settings

Goto Step 11

Importing a new p

An application iz creating a Protected item.

Security level zet to Medium Set Securty Level... |

] Cancel Dretails. .. |

SecureCert Digital Certificate
March 2004

Continued on next page

User Guide CAA07 Page 10 of 22




Instructions for Installing Your Digital Certificate, Continued

Installing your digital certificate (continued)

Step Action PC Display results
11a | Your digital

certificateis

installed.

Read the screen

displayed and Click
Exit

Note: If this screen
isnot displayed Go
to Step 11b

11b

Your digital
certificate did not
install correctly.

For assistance
Contact the
HealthLink
Helpdesk:
0800 288 887
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Instructionsfor Installing Your Digital Certificate, Continued

Does my
digital
certificat
work?

This section describes how to test your digital certificate. Follow the stepsin
the table below to connect to HealthLink’s' secure website.

e

Step

Action

PC Display results

1

Doubleclick the Browser Icon on your
PC desktop to connect to the Internet in
theusual way e.g. Internet Explorer

TypetheHealthLink Secure Website
Addressin the Address Bar of your
Internet Browser to start the Logon
process

If you have an internet connection then
use
https:/ / secure.healthlink.net/ certinfo/

If you do not have an internet connection
and use the HealthLink dia up VPN then
use

https:/ / extranet.healthlink.net/ certinfo

Note:
If you are presented with a Security Alert,
click Yesto proceed
If you are presented with a Security
Warning, click Yesto proceed

SecureCert

Digital Certificate

March 2004
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Instructionsfor Installing Your Digital Certificate, Continued

Doesmy digital certificate work? (continued)

Step Action PC Display results

3 Highlight your certificate and
Click OK

4 The Main page of the HealthLink
Certificate Installation
Confirmation website will now
be displayed. A summary of the
details contained in the certificate
you selected in Step 3is
displayed.

Your digital certificateis

installed correctly if you see this
page.

Close the HealthLink Screen

when finished.
Testing If you experience any problems during the testing of your certificate contact
problem? the HealthLink Helpdesk:

Telephone: 0800 288 887
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3. Digital Certificate Helpdesk Support

Introduction In itsrole as Certification Authority, HealthLink operatesthe Helpdesk for
SecureCert digital certificates.

When should | Call the helpdesk for assistance with SecureCert digital certificates when:

call the

HealthLink - You require digital certificate installation advice

Helpdesk?
You are unable to access the electronic service that you normally use
your digital certificate for e.g. Health Intranet, Electronic Special
Authorities, NH|

Your digital certificate has expired and you have not been contacted
about renewal

System Upgrades and changesto systems can occasionally cause problemswith
upgrades can digital certificates e.g. aroutine upgrade to your practice management
cause system. Call the HealthLink Helpdesk for advice.
problems

For example:

Problem: Unable to connect to a secure site that you normally usethe
digital certificate to access

Action: Call the Helpdesk

Need Contact the HealthLink Helpdesk:

helpdesk )
assi stance? Telephone: 0800 288 887

Facsimile: 0800 288 885

Email: helpdesk@healthlink.net

What are the Monday — Friday (except national public holidays)

helpdesk 8.00am —6.00pm
hours?
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4, Digital Certificate Security and Storage

Introduction Your digital certificate belongsto you and should not be shared.

Storage isvery important becauseit is possible for adigital certificate to be
installed on more than one computer. If an unauthorised person obtained

your disk and installation password they could use your digital certificate

fraudulently.

Storing a Itisrecommended that the digital certificate disk isstored in alocked
digital cupboard or safe.
certificate
Password Passwords must:
security Be kept confidential at all times
Not be shared.
N ot be stored

Forgotten your Contact the HealthLink helpdesk to get your password:

assword?
password? Telephone: 0800 288 837
HealthLink will ask you some questionsto verify your identity. Your
challenge phrase will berequired.
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5. Digital Certificate Renewal

Introduction

What does a
renewal cost?

A digital certificate hasalife of one year. At the end of that year if not
renewed the digital certificate will expire.

A SecureCert digital certificate renewal currently costs $80.00.

Note: Many health provider organisations are eligible for free digital
certificates from the Ministry of Health, ACC and HealthPAC. To check
eligibility contact NZH SRA: 0800 117 590 or email registrar@zhsra.co.nz

Renewal via
HealthLink
VPN

If you use the HealthLink VPN your digital certificate renewal will be sent to
you on afloppy or CD. Thetable below outlines the process stepsfor digital
certificate renewal.

Step

Process

User Action Required

1

Two months prior to the expiry date, the
NZH SRA will contact you by letter to:

a. Confirm that you require the certificate
to berenewed

b. Identify if any of your personal details
have changed since your original
application was completed

c¢. Inform you of any costs associated with
renewing your certificate

Respond promptly to the
NZHSRA

One month prior to the expiry date,
HealthLink will send you arenewal
certificate on afloppy discor CD and a
letter.

Theinstructionsfor installing the renewal
certificate will be on the CD or Floppy disc.

Follow theinstructions
in the CD or Floppy disc

SecureCert Digital Certificate

March 2004
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5. Digital Certificate Renewal, Continued

Need help or Contact the HealthLink Helpdesk:

information )

on renewal s? Telephone: 0800 288 887
Facsimile: 0800 288 885

Email: Helpdesk@healthlink.net
When does Follow the stepsin the table below to check the expiry date of your digital
your digital certificate. Note: The screenshots are of Internet Explorer. If you have
certificate Netscape and need assistance with this, call the HealthLink helpdesk.
expire? Step Action PC Display Results

1 Open your web browser e.g.
Internet explorer by double
clicking on theicon on your
desktop view

Or Select

Start/ Programs/ Internet
Explorer or Netscape

2 Go to the Tools menu and
select Internet Options

>

3a Click on the Content tab at
top of window

3b | Click on Certificatesin the
centre of the content

4 The Expiry Date and your
Name will be displayed

O
o O
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6. Digital Certificate Revocation

Introduction

In some circumstances digital certificates need to be revoked i.e.

permanently disabled.

When should  Thetable below describesthe circumstances when adigital certificate should
your digital berevoked and who islikely to request it:
certificate be
revoked? Circumstances for Who islikely to request the revocation?
revocation Digital An NZHSRA | HealthLink
certificate | organisation
holder authorised
signatory
The digital
certificate holder
leavesthe
organisation
The organisation
ceases to exist e.g.
Two medical
practices merge
It issuspected that
the security of the
digital certificate
has been
compromised
How to Thetable below outlines the process for requesting the revocation of adigital
request the certificate:
revocation of a
digital
certificate Step User Action Details
1 Obtain the SecureCert - Website:
Revocation Request www .nzhis.govt.nz/ moh.nsf/
Form pagesns/ 494?0pen
- Email: reqgistrar@nzhsra.co.nz
- Phone: NZHSRA 0800 117 590
2 Completethe
SecureCert Revocation
Request Form
Continued on next page
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6. Digital Certificate Revocation, Continued

How to request the revocation of adigital certificate (continued)

Step User Action Details
3 Fax the SecureCert Fax No: 04 918 3713
Revocation Request
Form to NZHSRA
4 Receive confirmation Receive call from NZHSRA and
phone call from confirm revocation request
NZHSRA prior to
digital certificate
revocation
More Detailed information on digital certificate revocation can be found in the
information ‘Health Certificates CPS (Certification Practice Satement) located on the

HealthLink website: http:/ / www.healthlink.net/ resources

SecureCert Digital Certificate
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7. Changing Personal and Organisation Details

Introduction

It isnecessary to complete a SecureCert Change of Details Form if any
personal or organisation details change from those supplied on the original
application forms.

What type of Changesto detailsfall into the following two categories:
changes?
Personal changes e.g. change of name
Organisation changes e.g. change of address or change of authorised
signatories
Need more Contact NZHSRA:
information . .
on changing Email: registrar@nzhsra.co.nz
details? Phone: 0800 117 590
Where to get Theform isavailable on the Ministry of Health’swebsite or can be requested
thechangeof by email or phone:
detailsform . .
Website: www.nzhis.govt.nz/ moh.nsf/ pagesns/ 494?0pen
Email: registrar@nzhsra.co.nz
Phone: NZHSRA 0800 117 590
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Appendix 1-Installing Dial-up Networking

Dol need to

Refer to Section 1 ‘Preparing to Install your Digital Certificate'.

install Dial-Up
Networking?

If you have Thetable below describes how to install Dial-Up Networking:
Windows
95/98
Step Action PC Display Results
1 Insert your Windows Intentionally Blank
95/ 98 Installation CD
2 Click the Start button
M ove up to Settings and
Click Control Panel
3 Doubleclick
Add/Remove Programs
4 Click Windows Setup

Select
Communications

Click Details

SecureCert Digital Certificate
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Appendix 1-Installing Dial-up Networking, Continued

If you have Windows 95/98 (continued)

Step Action PC Display Results
5 Tick the box next to Dial-Up
Networking
Click OK
Click OK again

Dial-Up Networking will
install itself

-

If you have Itisrecommended that you get a qualified technician to install Dial-Up
WindowsNT  Networking.
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