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1. Introduction

Setting Up For HealthLink

It is highly recommended that the HealthLink Messaging System (HMS) is installed on
you server. Please ensure the HMS client is only installed on one computer.

Use of a high-speed, permanent Internet connection (e.g. ADSL/Jetstream) is
recommended.

Use of an internal modem is discouraged because if the modem needs to be reset, the
whole computer must be turned off.

Ensure that your telephone system is correctly organised for data transfer.

If you are using a dial-up modem, do not attach it to a line coming through your PABX.
It should be a separate connection outside of the PABX; the only exceptions are when
this has been specially set up for you by a specialist communications company (such as
Telecom, Cardy Communications etc).

Day To Day Management Essentials

If you are receiving laboratory results through HealthLink, your EDI Account needs to
be accessed regularly; we recommend that you use the HealthLink NT Service feature
to connect automatically several times a day.

If you do not access your account frequently, information will be resent from the
laboratory, causing you unnecessary problems (e.g. duplicate results).

Ensure that your staff are trained in the operation of your Practice Management System
and are familiar with the process of sending and retrieving information.

Ensure that the telephone connections, modem cables, power cords etc remain firmly
plugged in and cannot be bumped or otherwise accidentally disconnected during
transmission.

Support Hours

New Zealand - Phone toll free: 0800 288 887
8am - 6pm Monday-Friday - (New Zealand Standard Time)

Australia - Phone toll free: 1800 125 036
7.00am - 7.00 pm Monday-Friday - (AEST)

New Zealand customers fax toll-free on 0800 288 885
Australian customers fax toll-free on 1800 151 146

The HealthLink Support Team can be contacted via the following email address:
helpdesk@healthlink.net

Client Restrictions

Maximum EDI accounts per client: 10

Maximum file size per message: 2MB (before compression)
Maximum total file size per connection: 5MB (before compression)
Maximum files that can be sent per connection: 500



HealthLink Service and Support

We recommend that all customers use the contact details listed above for all support
issues, rather than contacting individual HealthLink staff members. This ensures that
you get the attention of the first available staff member, and do not experience delays
when individual staff members are on training courses or on leave.
When contacting the helpdesk by email, fax or telephone, please provide us with the
following information:

e The name and version number of the HealthLink software you are using

e The operating system you are using

e A description of what happened, and what you were trying to do at the time

e The text of any error messages you encountered

Installation Recommendations

The HealthLink Messaging Client should only be installed on one computer, preferably
the server.

We strongly recommend installing HealthLink SIX on the same computer and drive as
your Practice Management Software (usually the server).

If the HMS software cannot be installed on the same computer as your Practice
Management Software you may experience some connection problems.

If HMS is installed on a work station files may need to be written across your network,
please ensure the user that will be running HMS has the necessary privileges to do this.
We recommend using UNC paths, not mapped network drives. Please ensure that all
staff that will log into the work station have the required privileges to read and write
across the network.

If you are unsure please contact your network technician or IT staff.

Please ensure that the line you are using is not using services such as Call Waiting.
These services send signals down the line, interrupting your modem transmissions.
HealthLink Online (Web Portal) can be installed on as many work stations as required.

2. Before you begin

Please check that your computer meets the minimum system requirements (see inside
cover of this install guide).

If you are installing the HMS software on a Macintosh for the first time please refer to
page 8 before beginning the installation.

You will need:

Your EDI account name and password

Healthlink Online (HUO) Username and password

Dial Up User Name (DUN) and password if using the Healthlink VPN

Installation CD for HMS 6.4.x

3 2 Floppy Disk containing your installation certificates

Password for installation certificates — if you have not received a separate letter
containing these details, you will need to ring the Help Desk for your password.



3. Reasons for installing HMS on your Server

Installing HealthLink software on a Practice’s computer system is an important task.
Doing so in the correct manner will ensure trouble-free and secure use of the
HealthLink service for your client.

HealthLink has been designed for easy integration with all major Australasian Practice
Management Systems. HealthLink is designed to be installed and run as an NT service
on the server running the Practice Management System’s (PMS).

HealthLink is a stable server application, which uses minimal system resources,
currently running on several thousand servers across Australasia.

HealthLink adds more layers of security than its competitors with the use of PKI
encryption. If the Practice network is set up securely and HealthLink is installed on the
server as an NT service, then the integrity of patient data is kept secure.

The benefit of following this recommendation is that the service can be fully automated
as an NT service running using the local system account; i.e. you can set it and forget
it.

Key Benefits of installing HealthLink on a server using NT services:

e Increased reliability as a result of complete automation

e The server is usually the most secure computer at the practice and from a
security standpoint should be used for the receipt of incoming medical
information

e HealthLink uses Digital Certificates to encrypt and verify results. These
certificates should be stored securely and are best kept on the server
which usually has only limited access allowed to it

e Usually servers have an Uninterruptible Power Supply (UPS), and are
backed up regularly and are housed more securely than workstations.
Servers usually stay switched on whereas a workstation may be switched
off due to the user’s absence, or at the end of a working day, this renders
the practice unable to be sent too

e Messaging automatically resumes if the server is restarted. HealthLink
automatically starts and logs HealthLink users in

e Messaging keeps running even if the user logs off the computer.
HealthLink keeps running with NT services even if there is no one logged
onto the server



e On the server, the HealthLink messaging service is less likely to be
‘broken’ by user interference, accidental or otherwise

e HealthLink installed on the server does not compromise password security
if staff are on holiday and another user needs to log in

e Delivery of files to the Practice Management System (PMS) is not
dependent on the internal stability of the practice’s network

e Delivery of files to the PMS via a server is not dependent on an individual
user (and their sign in permissions)

e PMS software allows imports from the server recipient directory from any
workstation without any additional network or workstation configuration.
Using a workstation rather than a server to perform external
communications adds another (unnecessary) step in the process

e The widespread move to HL7 requires that the practice management
system (server) generates message acknowledgements; this adds another
important reason for connecting external services with the server

Most importantly of all, if HealthLink is installed on the practice’s server,
HealthLink can guarantee the performance of its service, whereas it cannot
provide the same overall performance guarantee when incoming
information is delivered only to a work station.



4. Macintosh Pre-Installation requirements
Compatibility Warning for Mac OS X Users

HealthLink have identified a Java compatibility issue with Apple OS X v10.3.9. Users
should not attempt to install HMS 6.4.x on OS X v10.3.9 as the system prevents the
HealthLink client from functioning correctly.

Java Security Policy Update for Mac OS X v10.4
NOTE: The Administrator password for Mac OS X is required to complete this process

In order to successfully install HMS v6.5.x onto a computer using MAC OS X v10.4 it
is necessary to update the Java settings used by the operating system. This may also
be required if using MAC OS X 10.3.

This will allow the HMS Digital Certificates to be successfully imported. It is only
necessary to complete these instructions if you are installing HealthLink for the first
time on the computer concerned. If HealthLink is already installed and you are simply
updating the software we recommend speaking to our Helpdesk before you begin.

The process involves replacing two files relating to Java Security Policy. The two new
files can be found in the installation CD or downloaded from HealthLink. The files in
question are the called “US_export_policy.jar”and “local_policy.jar”.

It is strongly suggested that the following steps are completed under the supervision of
the HealthLink Helpdesk.

- Copy the “US _export_policy.jar”and “local_policy.jar”files from the
'Mac_Java_Files' directory on the installation CD.

- Place copies of the files contained in the file in the folder designated below:

Hard Drive/Library/Java/home/lib/security
Hard Drive/Systemy/Library/Frameworks/JavaVM Framework/Versions/1.4.2/Home/lib/Security
Hard Drive/System/Library/Frameworks/JavaVM Framework/Versions/1.5.0/Home/lib/Security

- You will be asked to enter the Administrator password before the computer will
allow the files to be overwritten.

The HealthLink Installation can be completed once these updates have been applied.



5. HealthLink Installation CD

To begin installing the HealthLink client software, insert the HealthLink installation CD

into the CD-ROM drive on your server.

If the CD does not automatically begin the installation within several seconds, open up

your CD ROM drive and browse to:

D:\(your operating system)\ (your operating system)\install.exe

Where the 'D' may need to be replaced by the letter corresponding to your computer’s
CD-ROM drive, and 'your operating system' refers to your operating system. i.e.

windows

If the Healthlink Messaging Service (HMS) is running on your computer when you start

the upgrade this warning screen will appear.

Warning

A

Healthlink Client Application is currently running,
Please stop it First before continuing.

Stopping HMS when running in Unattended mode

Uset Heb
If HMS is running in unattended = g T 0010
mode YOU Wi” have a WindOW Open ™ Open a connection Sgaﬂinq}ihiﬁ\v‘.’n_ﬂ.lInal.l‘e-rldedmode. )
that looks like this. 0 Cooms meommmeetmt | soomcomocss
Left click on the close button at the s mceeme e
bottom left corner to exit the S it | 8 s i e
program. T e - o

No messages 10 receve.
YOU W|” now have tO restart the ™ | Noincoming messages waiting 1o be processed
. . ACKNOWLEDGING PROCESS

upgrade by opening the CD drive T
and closing it with the install disk & RP—
remaining in the tray. FW:E\% | s v cose 3 secons

e healthiiii 6 o s s

To restart in Unattended mode double left click the HMS
client application icon on the desktop screen.

1>

HM3 Client
Application



Introduction =10 x|
The first panel you will Introduction

see will be the ™ |ntroduction InstallAmpwhere will guide you through the installation of HealthLink
\\Introductionn screen. T : Sl Client Software.
Click Next to proceed.

Itis strongly recommended that vou quit all programs before
cantinuing with this installation.

Click the ‘Mext' button to proceed to the next screen. Ifyou want to
change something on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
button,

ssl | healthofi 6

ECURE INFORMATION EXCHARDE

Checking System Status

HealthLink Messaging System will examine your computer system for hardware and
software components that are needed.

In order for HealthLink Online to display correctly, your work station must have
Microsoft Internet Explorer 5.5 or higher. If this program is not installed on your work
station the installer will automatically prompt you upgrade or install IE 5.5.

PLEASE NOTE: Your work station will require a reboot after the installation of
Microsoft Internet Explorer 5.5.

License Agreement
For the software to be o
installed you must read License Agreement
and agree to the 7 Introduction Installation and Use of HealthLink SI¥ Client Software Requires
License and Secu rity 7 License Agreement Acceptance of the Following License Agreement:

4 ﬁ" SO0FTWARE LICENCE AGREEMENT =
Agreement presented i Carefully read the following licehce agreement :|

to you. To agree and
continue with the
installation, click I
accept, then Click Next
to proceed. If you do
not agree, click I do
not accept and the
installation will abort.

before proceeding with the installation of the
software. By installing the software wou indicate
your acceptance of the terms of this agreement. If
you do mnot accept the terms of this agreement;
please click on the"Disagree™ box below and exit
thiz installation.

DEFINITIONS
l. HLL means Healthlink Limited
Z. doftware means the computeér programs contained ll

(O] accept the terms of the License Sgreemert

€ | do NOT accept the terms of the License Agreement

3 3 a8 a g sssma8

Cancel | keaztkaﬁkﬁ Previous I It

ECURE HFORMATION EXCHARDE
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Select Country & ealthunk s clent software x|

HealthLink needs to
know whether you are
in Australia or New
Zealand. Select your
country from the list.
Click Next to proceed.

T Introduction
7 License Adreerment..

Please selectyour current location.

" Australia

Select Components

You can choose to =k
install both HealthLink Select Components
Messaglng SyStem ™ Introduction Please selectthe components to installiupgrade

6.4.x and HealthLink " License Agresment. .

Sete‘eﬁ’%unt
A Select Components
B Select ConrechiEn
B 3|20t BAS
HealthLink Messaging ® fﬂig’&:mlabe‘es @ [¥ HealthLink Messaging Systerm 6.4.7
| U'aer emﬁ”cat orﬁ_ |

Online 1.4, or either of
the components alone.

i Used for the electronic transfer of messages
SySten:] is the software C R e i il Dl
that will send and ® Croase el Foider ¥ HealtiLink Onling 1.4
receive messages. It ® Choose Base Dirsctory An internetweb site for tracking of ressages you have sent and

ShOU'd only be InSta”ed [ ] Pre-Installatiarm Sty received and access to other HealthLink Setvices
B [n=talling..

on one computer, e

preferably the server.

B [nstall Cormplete

cancel | }ZE(IJﬁZL?NK Previous [ Mext I

EGURE IMFORMATION EXCHANGE

HealthLink Online is a web based application that will allow you to track your messages
as they are delivered through the HealthLink system. It also allows you to access the
national NHI number lookup. You may install HealthLink Online 1.4 on as many
computers as you wish. Each of these work stations must have some means of access
to the Internet.

Click Next when you are ready to proceed.
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Choose Connection Method

Select Permanent

Internet connection 2 Healthiink SIX Chent Software’ =10| I
(LAN/ADSL/Broadband) if Chioose oE
you have your own h|gh AR Please choose the network connection method youwould like to use

H 7 License Agreement.. to connectto the Healthlink Messaging Systarm. Flease check with
Speed |nternet = Sfﬁﬁ%ﬂw your Metwork Administrator ifyou are unsure.
connection. Cr e

Select Components
Select Connection

Select Dialup Internet
Connection if you have
your own dial-up internet
account. If you select
this option please follow
the directions below for
‘Dial-Up Internet
Connection Type’ 1o
Select HLK Dialler (VPN R

if you need to use (the : _one | healthink( R (R
HealthLink dial-up

network. You will be prompted later in the install to set this up.

& Parmanent Connection (LAMBDSL broadhand)
" Dialup Internet Connaction
 HLK Dialler (#PM)

s e s s 88888 I

Click Next to continue

Dial-Up Internet Connection Type
(Will not appear if VPN or permanent connection was selected)

If you choose to use |\ HealthLink SIX Client Software R
your own dial-up modem Select Internet Connection
Internet ConneCtion, YOU T ntroduction Flease select the connection that you use to dial out to the Internet.
will be asked for the " License Agreement . [fyou are unsure, please askyour systerm administrator.
name of the connection ™ seleC g ——
|d ||ke to use ™ Select Companents My Interriet Gonnection

you wou : ™ Select Connection.
Please select the .
connection that you use .
for Internet browsing :
and email, by -
highlighting the ®
connection and clicking »
Next. 2

]

ik FRris

Cancel | keazthﬁﬁkﬁ Previous |

If you don't know which connection to select, please check with your computer system
administrator.

12



IPA Selection Screen (New Zealand Installations Only)

From here you can select
the IPA's that you want
to send capitated claims
and patient registers to.
You can select more than
one IPA to send to.

A3 HealthLink 5T% Client Software N

T Introduction
" License Agreerent .
™ Selec] g@{]

7 Select Components.
™ Select Connection.

Medical Claims or AgefSex Registers?
Ifyes, please selectyour IPA{S) from the list below.

Will you be exchanging files with your IPA(s), for example Capitated

| [ First Health (frsthith)

[T CARENET (carenef)

[ Comprehensive Health (compheal)

[T EastHealth Services Ltd (eastheal)

[T HUTT IPA thuttipa)

[ Healthiest (pcsdiak

[T Paradigm GP Healthcara Group Ltd (paradhth)

B Chooso Bage Diteciony

B Freclistallation Summan
B (et

B [rstsl Comnlets

|

[Fretalltryahiste iy Zera s

‘Cancel | &galtkﬁﬁ’ﬁ

Previous |

INFORMATION EXCHANGE

Diabetes Message Setup (New Zealand Installations Only)

If take part in the
Diabetes annual check
program select YES,
otherwise select NO

Click Next to continue.

s HealthLink SIX Client Software -

Diabetes Message Setup

=10 ]

7 Introduction
™ Ligense Adreement .
- geler] g@n

7 Select Components
I Gelest Connection

Dovyoutake partin Diabetes annual check program?

7 Belect!
3 S ves

7 Mo

B Crinnse e s der
B Chagss Base Ditectony
B Frecli
B [t

B [rstsll Comriplete

stallatiEnEummmany

Irrstallaynd ere by Eetais

cacel | hoalthiiNk ()

Previous

EECURE '‘NFOAMATION EXCHANGE
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3 HealthLink 5IX Client Software T

If you selected YES, then you
will need to indicate who your
Diabetes PHO is. If you don t
know, or your PHO is not on
the list, then this can be
added manually through the
Advanced Options once the
installation has been
completed.

Select your Diabetes

PHO.

Click Next to continue.

o [ 3
Select Diabetes PHO

7 Introduction

7 License Agreement
© Selett Countrgom
A Select.a-dr‘hp‘onents

the list helow.

" Select Connection

Flease selectyour diahetes PHO {Puhlic Health Organisation) from

7 Select |PAs
M SelsctDiabstes PHO-
-y Y, rr———r"
Hea o e
LR ezt

& Broadway Health (hodwdib)

" Carenet (carenefy

" Comprehensive Health (comphealy
" East Health (cal)

' Health Pacifica (pacidiah)

" Hokianga Health Trust thokidiab)
7 IPCS (ipesdiak)

B Chooss [Mete| Falder

B Choose Bace Ijire-‘.lar_\f
B Cre-netaliation SUmimEn:
B ristalliv..

B [nstall Complete

Loms | healthiinkG

Previous |

User Identification

You will be asked to enter your
Practice Name, EDI Login and
Password.

These details will have been sent
to you with the HealthLink
software. If you are unable to
locate these details, please
contact the HealthLink support
team.

Click Next to proceed.

%2 HealthLink SIX Client Software

] 4
User ldent_iﬁcétipn

7 Introduction The following EDlinformation is req

J Li&sns_@ Anresment HealthLink 51X Messanging System
Seleﬁ%g.,funt
' Select Compaonents

' Select Connectian

uired to identify you to the

' Select|PAS

B Se|escroiabet._as.[§i§- Réaltatvie;

Your Practice Name

~ Userldeniiication.
e i e D il

EDI Login: Iynuredi

&

5 il 2 | | EREEE
B Chioose |Meta] Faer EDfFassword, | |

B ChooseHase Directony
B Fre-nstallation Summary
B |ristalling.,

B [nstall Somplete

healthofits

ECURE "NFORAMATION EXCHANG)

Caticel |

Previous | hlext

Note: If you are upgrading from a current HMS v6.4xx the information in these fields

will already be filled in

HealthLink Dialler Details (VPN connections only)

If you chose to use the
HealthLink dial-up VPN for
connecting to the HealthLink
servers, you will be asked for
your Dial-up Networking Login
name and password provided
by HealthLink.

Click Next to proceed.

2 HealthLink SIX Client Software 3

[ e
HealthLink Dialler Details

7 Introduction

¥ Li‘cEnsg Agreement
~ Salest Count

- .

" Belect Components

' Select Connection

Flease enter your HealthLink WPM usemame and password

' Select IPAS ;
' SelectDiabetes @é

- HLK Dialler HLK

~ Userigentfication.

WP Lsername |VPN.username
n Héﬁﬁﬁ%@g&j@mmns

TEEEEEE

WPM Password

B Choose [etal Fulder
B Choose Base Directory
B PrenstalEtion Surmthany;

B (nstalling.

B |fjstall Comiplee

Insta THErE Ry EE G
Lo | healthink b

Previous Mext

14



If you need to dial a
number to get an outside
line, enter it in Dialout Ext,
otherwise leave it blank.

Click Next to proceed.

VPN Phone Number

If you are connecting using the
HealthLink VPN (HLK) this screen
will provide the number that needs

2 HealthLink SIX Client Software 1

7 Introduction

" License Agrgernant..
7 Seleet Count
 Select Components
™ Select Connectian

" Select|PAS <
S_e.léﬂ*ﬁ.ié.b_é*e's-f’%;}ir =

B Chonse (tel] Faider

B Chopse Base Directary
B Pre-lristallstiorSumtmaty
B [rstalling...

B [retall Garmnplete

=12
Dial-out Details

Ifyou dial 2 number to get an ouside line, please enter it here.

| Dialout Ext.

ISt =if=iE)

Cancel |

healthLink ()

SECURE |WFDAMATION EXCHANGE

i Previous

Ment

)

to be entered in the dialler so you

can connect successfully.

Healthlink Messaging System

Conneckion Mame: HLE

Phone number: , 03

6733368

X

Please write down this phone number as you may need to enter it on the next screen

The phone number should always be:

New Zealand - 086733368
Australia - 1800142339

Enter the details you recorded from the
previous screen in the Phone Number field of

this screen and click OK.

HLE

2

General IDptionsl Securityl Networkingl Sharingl

Connect uzing:

3

| ©

[ Al devices call the same numbers

Srea code;

—Phone number for Standard BE000 bpg %90 Modem

Phone number;

Configure. . |

| |oee7aazed

Cauntri/iegion cade;

Altemates |

[ Use dialing rules

|
Hules |

¥ Show icon in taskbar when connected

o ]

Cancel
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Install Folder

This is the directory

into which

HealthLink files will

be copied. Itis

recommended you

leave the default

) HealthLink SIX Client Software e

! Intraduction
= License Agreement

m sa]eﬁ’ggynﬁtw'-‘
™ galect Components

o s

Choose Install Folder

You should use the default option below unless you have been
instructed by a representative of HealthLink or your Practice
Management System.

Select Cannection

?fettl ng . d t SR lﬁﬁs Where Would You Like to Install?

Ou heed 1o = SelectDiabet % :

Chgnge |t Cl |Ck P ZZ;GM;;:C:ED@ |C:1Program FilezHeatthlink'HealthLink S0C Client Software
4

Restare Default Folder Chiooge...

ik Dialle wﬁe{all 5

Choose and select a althLink
Choose lnsta]l Falder

different directory. -
B Chipose Base Direciony
. B Bre-lnstallation Sumimarn:
Click Next to B [ristalling.
proceed. ® [ricta Cominlete
eiztizi) [ FETE S
Cancel I éé%néy?.{gﬁ& (\} ¢ Previnus Mext

Base Directory

This is the directory I iz
Choose Base Directory

within which the

HealthLink software will 7 Introduction Flease specify a base directory to contain sub-folders for incoming

A License Agrearment and outgoing messages. You should use the default option helow
Create SUb'fOIderS for = 5;"9-30 it = unless you have been instructed to change this by a representative of
incoming and OUtQOing = SelectCm%punents HealthLink Limited or your Practice Management Software vendor,
files. Unless you have " Select Connection
been instructed to " Selectlgf

han this b Seléxt'llﬂabetes I% IC:“"”-”"JK
C a ge . Is y ’Uéemem'? atlg%, Restore Default Folder Chooze...
HealthLink or your
practice management ~ Chooss e Foker
system Vendor, YOU A Choose Base DI_rECtDI’Y
. B Ere-nstallation Summary
should not alter this &l
Setting. B [stall Complete
e | kea l kf"‘! SIX (’) S |

Please contact the Helpdesk if you believe the default setting is not appropriate.

Click Next to proceed.
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Installing Client Digital Certificate into Internet Explorer

Note: If you are updating an installation of HMS 6.4x and already have installed
HealthLink Online you will not be prompted to import your digital certificate into
Internet Explorer

In order to access the HealthLink Online services over the Internet, you are required to
validate your identity using a digital signature certificate. If you chose to install
HealthLink Online 1.4, you will automatically be taken through the process.

You will see a window like the one x|
illustrated. Please place your Client Please Insert disk
Digital Certificates disk into the floppy & o _ _
. . . If vou wmere supplied with a disk labelled "HealthLink S0 Client
dISk drlve and C||Ck OK Digital Cedificates", please place it in your floppy dige drive nom.

HealthLink will -
prompt you for the Lockin | &) - BckEE

digital certificate file
to install. Choose the
signature certificate
and click Open.

Recent

File narme: Ihms.user.youredi Fignature pfx Open |
Files of type: IPKCS#'] 2 (*ptz and £pl2) LI Cancel |

The Certificate Import Wizard will Cortificate ITNEIEEES, X
automatically be launched.

Click Next to continue.

The File to Import screen will be
correctly completed by default.

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate stare.

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or to establish secure network.
conneckions. A certificate store is the system area where
certificates are kept.

Click Next to continue.

To continue, click Mext.

= Back I Mext = I Cancel |
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You will need to select the
location of your certificates.
By default it will try to look on
the floppy drive A:\. If you
have installed your certificates
onto your hard drive, you will
need to use the browse
button to find them. When
you have selected your
signature certificate, click
Next to continue.

Type your Signature Key password "
ln the Password box- You Shou Id To maintain security, the private key was protected with a password,
leave the other two boxes as they
are. Tvpe the password for the private key,
Click Next to continue. Bassiord:
[~ Enable strong private key protection, Yoo will be prompted every tims the
private key is used by an application if vou enable this aption.
[~ Matk this key as exportable, This will allow vou o back up o transport vour
kews at a later time.
< Back I Mexk = I Cancel
The next window will be correctly completed by default.
certncate import wizarg x

Click Next to continue.

Certificate Import Wizard

File to Import
Specify the file vou wankt to impart.,

Filz name:

A:phms, st youredi,signature.pfx Browse... |

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFX, P12}
Cryptographic Message Synbax Standard- PKCS #7 Certificates { P7E)
Microsoft Serialized Certificate Stare (55T)

< Back, I Met = I Cancel |

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate stare, o you can specify a location For

% {Automatically select the certificate stare based on the kvpe of certificate:

™ Place all certificates in the Following stare

Gertficate stare:

Etmmse |

< Back I Mext = I Cancel |
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You are now ready to install your Certificate Import Wizard i X

digital certificate. Completing the Certificate Import

Wizard
Click Finish to continue.

*fou have successfully completed the Certificate Impork
wizard.

*fou have specified the Following settings:

Certificate Store Selected SR e s ELET T o=l N bl 4
Conkenk PFx
File Mame DiiHandy StufFiFloppy A1JoiE

< | |

< Back I Finish I Cancel |

You will be presented with a screen =i
aSkIng |f you Wa nt to InSta ” the & ‘You are about ko install a certificate from a certification authority (CA) claiming bo

Certificate issued by HealthLink Root represet:
CA.

HealthLink Rook Ca

‘Windows cannot validate that the certificate is actually from "HealthLink Root CA", You
should confirm its origin by contacting "HealthLink Root CA", The faollowing number will
assist wou in this process:

Cl ICk on Yes to InSta ” Thumbprint {shal): ESCCA905 ABSEBOZ1 A1F3A960 CA2D4C24 BOACIEE]

\Warning:

If you install this root certificate, Windows will automatically trust any certificate issued
by this CA. Installing a certificate with an unconfirmed thumbprink is a security risk, IF
wou click "Yes" vou acknowledge this risk.

Do wou want ko install this certificate?

When the import of the certificate is finished, you will see @ [T ——rrm—————=—
window like the one illustrated below. Click OK to complete _
the installation of your digital signature certificate. @ The import was succsssful.

Pre_lnsta ”ation Sum ma ry 5 HealthLink SIX Client Software ~ e ~Iolx]
. . Pre-Installation Summary
You should take this opportunity to ~ _ : : '
. W Intmduc[kn Please Review the Foll Before C
ensure that a” the SettlngS 7 License Agreement Product Name: i
1Fi 1 1 H ™ Gelett Count HealthLink S Client Software
specified in previous windows are Selecto&mﬁ"“m
Correct. ™ Select Connection Install Folder: ; ; :
. . . . - ChAProgram Files\Healthlink\HealthLink Sh< Client
Click Install to begin copying files. - Sonware
" Select Diabetes PHO-
. Useridentification Shortcut Folder:
™ HealhLIRK Didller Detaits CADocuments and Settingsyjochhstart ]
I Choose InstallEalder MenuiPrograms\HealthLink Six
;_; El?:;:;ij:gj:;:ﬂzw Java VM Instal!ation Folder: . .
CAProgram Files\Healthlink\HealthLink sl Client
il Softwareyjre =

e Al kﬁ&{(’, T | W

SECURE [HFORMATION EXCHAKGE '
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Importing Cryptographic Keys

When all required files have been copied seee x|
onto your computer’s hard drive, you will Importing Key
be presented with the fO"OWing window. HealthLink SIX Client Setup will now launch the EDI certificate

import utility.

In order to access the HealthLink EDI
services, you need to use the Key Importer
to install your private digital keys.

Click OK to begin the installation

Note : If you are upgrading from a previous version of HMS 6.4 you will not be
prompted to import new keys as the installation will detect the existing keys and
continue to use them. Your Connection password will also remain the same.

These keys are used to prove your identity and decrypt messages sent to you from
other health organisations.

After a few seconds, the interface ~Me=SRERULEILEES
. . Digital Certificat

illustrated here will be presented e e

tO you Cipher Keys

If you haven’t been Supplied Wlth Fil |a:1demoedia.cipher.pﬁ< ||m
a key set from HealthLink Passphvase: | |

Limited, you should contact the Signature Keys

support team. Your key set will Fil j2'demoedia signature.pic [ Browse..
be in the form of two .pfx files, Passphrase: [ |
normally supplied on a floppy

d|Sk | Backup || Import |

Click the Browse button under

“Cipher Keys” and point the application to the xxxxx.cipher.pfx file on your hard drive or
floppy disk drive (xxxxx is inserted here in place of your own EDI account name). Then
type the certificate password supplied by HealthLink with the certificate in the password
box.

Repeat this procedure for the Signature Keys, using the file named xxxxx.signature.pfX.
Your password is the same for both the signature and the cipher keys.

Click Import to continue.

Enter a Connection Password

13 Import keys for Demo Edi Account
The f| nal Step |n |m pOFtI ng you r keys IS Please choose a passphrase to protect your personal keystore. You will need to enter
to secure the keys W|th a personal this passphrase whenever you logon to the Healthlink.NET Client.

Keystore Passphrase

connection password.

This ensures that only you may login to
Hedalthllnk Messaglng SyStem to Send IT IS EXTREMELY IMPORTANT THAT YOU DO NOT FORGET THIS PASSPHRASE.

and receive messages. = =0
You will use this connection password | eror || cmes |
each time you launch the HealthLink application.

Enter a new, personal connection password in the fields shown below. You can change
this at a later date from the advanced options.

Enter Passphrase: | |

Confirm Passphrase: | |
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You should not allow any other person to know this connection password as it protects
confidential patient data and identifies you as the sender of all outgoing messages. No
HealthLink staff member will ever ask you for this connection password.

It is extremely important that you remember this connection password.

Without this connection password you will be unable to send or receive any
messages. If you do forget your connection password and we issue you with
a new certificate, all files sent to you using your old certificate will be lost.
You will need to contact your laboratories and hospitals and ask them to re-
send all of the messages you have missed. There will also be an additional
charge for reissuing certificates.

Click Enter to finish. Your keys will be installed. Click OK when you see a
window that reads, ‘The keys have been successfully imported’.

O TETET— e
Install Complete e
1 Introduction Congratulations! HealthLink 51X Client Software has been
Congratulations you have " License Agreement successfully nstalled to
SUCCGSSfU"y installed your i 2:'::::221;“;0“”& CPrograrn FilesiHealthlinkiHealthLink S Client Sofware
Health“nk S|X SOftware- = Gelect Connection Press "Done™ to quitthe installer.
7 Belact |RAS
) Sele’tt*Diabetgg_l}‘HQ
Click Done to exit the installer. gy Rertizaiog

' HealthLink DiallerDetails
7 Choose Install Falder
Choose BEase Directory
Fre-Installation Summary
7 Installing...
A Install Complete

| hé’a lt}l‘:;NI{K \-/:". R evious

ECURE WEORMATION E) CHANDE '/

21



6. Running HealthLink

(An Advanced User Guide is available for more detailed instructions on any of the
following)

HealthLink is either run from within your Practice Management System, or from your
Windows desktop by double clicking on the HMS shortcut.

Alternatively HMS can be configured to run on its own scheduler or in the
@ background as a Windows NT Service. The scheduler and NT Service are
SR discussed later in this guide.
Application

The window below appears when the HealthLink Messaging System (HMS) is launched.

healthLlink 6

SECURE INFORMATION EXCHANGE

You will be presented with the Logon Window. Enter your connection password and
click on Log On.

[ Log On DemoEdi

Uzername: |DE’T{:E€i:GE moedi) -

P P
Connection Password:

Thiz is the password chosen by the person who installed HWMS
[T Automatically start and log me into HeatthLink SIX

Titne remaining: 40 seconds

Log On | Cancel ‘
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Once logged in you will be presented with the main Healthlink screen. This screen
provides you with information about the connection and files you are sending and
receiving. There is a summary on the left hand side of the window detailing the
progress through the connection.

User Hep

User Eapsed Tine 00019

7 Open a connection Starting HMS v6.4.4 in attended mode..

™ Process autgoing messages ;-‘Dsnmgéa se(u&;‘csunnec:mn 0 the HMS server

7 Send messages Checking for oulgoing messages to process

_ Mo oulgoing messages wailing 10 be processed

7 Receive messages

7 Process incoming messages | Checking 10 outgoing messages to send
No oulgoing messages waiting o be senl.

™ Send acknowledgements

7 Close the connection RECEIVING PROCESS

Checking for messages 1o receive. dang
NO Messages 10 receive

Checking for incoming messages 1o process dona
A F Mo incoming mesaages wailing o be processed

ACKNOWLEDGING PROCESS
Checking for acknowdedgament messages 10 send jone
No acknovdedgement messages waiting to be sent

0| Shutting down HMS vE.4 4. done

This window will close in 3 seconds

healthiZfE 6 S—————

You can choose to not show the entire window, by removing the tick from the show
details box. This will leave a smaller window on your screen, showing progress of your
connection.

Healthlink screen with the Show details unchecked.

User Help

7 Open a connection
B Process oulniind miessanes
B Sl pmeeajien

B flrcene messages

B P aciEss Incorming mssanes
B Senl acknopHedgeTEm S

| W Jowsses A CormEed M

I Bnow Delsid

Logs
There are two logs available for you to view. The first is the Event Log and this shows
all activity. This can be accessed by using the Desktop icon w
i
fd
HS Event
Log

The second is an error log, and any errors found are written to this file.
You can find these in Start / Program Files / HealthLink SIX / Error Log or HMS Event
Log.
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7. Firewall and Proxy settings

If you are using a firewall you may need to configure it to allow HealthLink to connect
successfully to send and receive your messages.

Note: If you are unsure of whether you are using a firewall or proxy, or how to
configure them properly, please contact your IT support for assistance.

To connect to HealthLink's servers, your firewall must allow outgoing traffic on port
number 443

The following IP addresses may also need to be entered

202.175.133.220
202.175.133.221
202.175.133.222

As HealthLink is automatically updated you will also need to allow access to IP address
202.175133.212 also using port 443 to allow the updates to be downloaded.

If you are using a proxy server you may need to enter your proxy settings into the
HealthLink client. To do this you need to open HMS Advanced Options by clicking on
Start / Programs / HealthLink SIX / HMS Advanced Options.

Select the tab called Connection and place a tick in the box called Use proxy server.
Enter the host address and the port number used by your proxy server in the boxes
provided. If your proxy server requires authentication you will need to place a tick in
the Use authentication box and enter your username and password for the proxy
server.

To ensure these setting are correct please contact your IT technician.

Scheduler  Connection | NT Service | Logs | Restricted Files |

Caonnection Type

Connection Method: |Permanerrt Connection (LANLDEL hroadband) ﬂ Ertry Mame: | J

U=ername: |

Connection Timeout: |2 rinutels) Pazsward: |

Prowxy Server

W Lse proxy server. I Ping proxy server every second(s)

Host: | Paort:

I Use authertication |
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8. HealthLink Scheduler

There are 4 ways to schedule Healthlink to run automatically at set times, as a Service
or Unattended Mode and Unattended Mode with Auto Logon

Running HealthLink Messaging System as an NT Service

HealthLink Messaging System (HMS) can be configured to run as an NT Service. This
enables you to run HMS twenty-four hours a day, even if you log off from your
computer.

This is the recommended mode of operation when installing HMS on a server.

This feature is available only to users of Microsoft Windows NT, 2000, XP or higher.
To enable or configure this feature, launch HMS Advanced Options, and select the "NT
Service” tab.

File - Confguraion UHilibes - HealthLink  LogonfLogofl  Haip

Sehodulnr| Conection NT Service | Lags | Restricted Fites |
Bt 1000n Scoun
= Local System acoound
O pccourt F

iretalllniretall Sonice StarSiop Sandce
I Samica inalabed Stan Senece
Lindnatall Servdice I Service nol started
Log On Usprs
Usiers notto log an ak starfug Users 1o log on ab stafup

Click Install Service to make the service available to Windows. This will start up a
system tray icon for running the service (bottom right of the screen). When the text
Service Installed appears, you can begin running HMS as an NT Service by clicking Start
Service. Select a user from the list on the left hand side, then click the right arrow
button. You will be prompted for each user’s connection password
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Enter the connection password for each user, and click OK. When you have added all
the users you wish to log on, you can close HMS Advanced Options. HealthLink will
continue to run until you click on the Stop Service button.

If your computer is shut down, the HMS NT Service will start and log on your selected
users automatically when the computer is operational again.

Senvice logon account You can also choose to log the service on
8 [Letll 3 Gl e with a specific user account. You will need
CASieraceaut to know your domain name, your

Username: [domainiusername username and your password.

Password: |******“

HMS will now run as scheduled, and will not display any connection details while
sending and receiving messages.

PLEASE NOTE: If you wish to run Healthlink as a service and write/read files on
network drives, you will need to log the service on with a user that has access to
network resources.

System Tray Icon for NT Service

When you install Healthlink as an NT Service, you will have a system tray icon installed
from which you can force the client to run, stop, or uninstall the service. By right
clicking on the icon you also have access to the error, and event logs.

There are three status symbols for the system tray icon, depending on the current state
of the service:
[,E,‘B This icon indicates that the service is installed and running successfully

@ This icon indicates that the service has been installed, but it is not started. Right
click on the service and choose to start it.

@ This icon indicates that the last time Healthlink tried to connect, it failed.
If this icon is displayed, please refer to your log error to determine the cause of
the connection failure, and contact the helpdesk for assistance.

Unattended Mode

Unattended mode will run HealthLink at set times for a defined period of time and not
require a connection password to be entered prior to every connection. It is especially
useful if the computer that the software is installed on runs Windows 98.

To set up unattended mode, go to Start — Programs — HealthLink SIX — HMS Advanced
Options. The first screen displayed is the Scheduler screen.

Change Mode of Operation to Unattended.

Set your scheduling parameters on the left hand side of the screen
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Start Time
Stop Time
Sleep Period

consecutive connections

Close Period

configures the time of day to make the first connection
configures the time of day to make no more connections
configures the number of hours and minutes to wait between

configures the number of minutes and seconds to leave the HMS

window open after the application has been closed.

Fds Conbgreton LUtibes LogonLogoll Help

Scheduer | Connection | NT Servics | Logs | Resaricted Fass |
Seheding

Fe=lrfis=]m
iﬂzv K ps=|m
Sieep Pericd o0 = e 30 =] m

Clos Period

Shart Tiee

Sho Tims

IO ¥ | seconds

™ Exclude Ssturdays and Sundays

R fhe Pl Cosrmane Balora Deginning & Connechon

Finary fhee Bodoreinnd Covrimall BTleT COIM@letineg & COnMCton

Aye

Save and close your changes. Double click on the client application icon and enter your
connection password. You will be given details for the next scheduled connection. For
the scheduling to work, ensure that HealthLink Messaging System remains open (but
can be minimised) in your Windows task bar at the bottom of the screen.

Unattended Mode (Auto Logon)

Unattended Mode using Auto logon runs the same way as Unattended Mode however
you have the option to have the HMS client start automatically.
This mode of operation is recommended for use on work stations not servers.

To do this open the
advanced options as
above and on the
Scheduler Tab select
Unattended (Auto
Logon)

File Configuration Ltiities Healkhlink LogonjLogoff  Help

Scheduler I Cunned\un} NT Service] Lugsl Restricted F\Ies]

Scheduling

oz > | b Joo =] m
[ia=]r oo =] m
Sleep Period ’E he 00 ¥ | m

Close Period |01 7

Start Tine:

Stop Time:

secohds

[ Exclude Saturdays and Sundays

Save and close your changes.

Double click on the client application icon and the logon
window will be displayed. Enter your connection
password and place a tick in the 'Automatically start and
log me into HealthLink SIX' box.

Maocle:
Mode of Operation: |Unsttended (Auto Logon) j
Contmancs
Run the following command before beginning & connection:
Run the following command after completing s connection;
% Log On DemoEdi @
Username: |Dem oEdi -

Connection Passward: I
This is the password chosen by the person who installed HWS
[v autometically start and log me into HealthLink SIX

Titne retnaining: S0 seconds

Log Cn | Cancel |
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An icon like this one will appear in the system tray, the client will also be
minimised to the system tray.

If the HMS client fails to connect at the schedules time the icon will appear with a
red flashing centre.

=

From the system tray you can open the client, view the Event and Error logs or close

the client by right clicking the icon and left clicking the

option you want Open
@ Views Event Log
[E) Wiews Error Log
Hide Menu

Close

An entry is also added to the startup list in the Programs menu and the password saved
so if the computer is logged off or o
shut down the HMS client will iU et Froaram Access ndDefats
restart in Unattended mode I v pase

without the need to enter the B rossns 3 accessories
password when the computer is Y Do N

* (3 Dislout-Client  *
restarted. % settings , [ Healthunkstx  »
= star T

Skartup

@ Search v & Internet Explorer

L$I Cutlook Express

Shut Do,
[seare [ 2 @ &[]

Attended Mode

Running the messaging system in attended mode will require the user to manually
launch the system by double clicking the HMS desktop icon and entering

the connection password every time you want to send and receive you @
Messages. HMS: Client
Application
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9. Backing Up Security Keys

This is used to keep a copy of your security keys used for connecting, encrypting and
decrypting messages. If for any reason you need to reinstall HMS these can be restored
and you will be able to successfully connect and send and receive you messages.

From the tool bar select File  Corfiguration Utilities  Healthlink  LogonfLogoff — Help
Utilities — security then -
click on the ‘Backup’ pamess Digte Crttcatss

Cipher Keys

button. |
[ |

Current Users

Key Manager I Certificate Details

You will then be |
presented with a small
window asking you to |
select the directory that !
your keystores will be
saved to.

Signature Keys

Backup

Click on the OK button 0-0pen X
Select 3 1/2 Floppy (A:) o XIS = &l 4
then click on the open button

(Ensure that there is a blank disk

in the A:).

These should be kept in a secure place.

File natne: || Qpen
Files of type: |A\I Files j Cancel
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10. Addressing of Generic Messages

Processor Parameters allows you to specify how messages of this type are addressed:
Single Recipient

Messages of this type are all delivered to the same EDI account, specified in the
Recipient field.

Recipients EDI account embedded in file

HMS scans through files of this type for a special character sequence, which flags the
location of the recipient EDI account name within the file. This character sequence
(including the recipient EDI account nhame) may be removed from the file when it is
delivered if required.

The character sequence is specified in the Start Delimiter and End Delimiter fields. The
default sequence is HLK#ediname#, where ediname is the recipient’s EDI account
name.

Files sent in this way must be in ASCII format.

Recipients EDI account embedded in filename

HMS expects files to bear the name ediname-or-alias999.xxx, where ediname-or-alias is
the recipient’s EDI account name (or an alias; see below), 999 is a string of numbers of
any length (including zero length), and .xxx is any file extension. If it is preferable to
put a different site identifier in the filename (other than EDI account), these other
identifiers can be mapped to EDI account names using a mapping file specified in the
Map to use field. Generation of a mapping file is discussed in Section 2.10 of this
document. Note that EDI account names that contain numeric characters must be
mapped in this way.

Mapping Aliases in Filenames

If files are to be sent using the "Recipients EDI account embedded in filename" method
aliases may be used in place of EDI account names in the filenames. To configure this,

select "Filename-Recipient Mapping T S
Editor" from the "Utilities" menu within | oo o omr e —— =
Advanced OptionS_ __

Use the buttons at the bottom of the
interface to add, remove or edit a line.
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In the example illustrated above, a file named "chris012.txt" would be addressed to the
EDI account chrisnet, and a file named "drsmith555.pit" would be addressed to the EDI
account smithsgy.

As an example:
drsm=hlknetsa
drsmith=hlknetsa
clif=cliffnet

Any line in a map file beginning with the # character is considered to be a comment

and is ignored by the HealthLink processor.
Please note: The alias and edi account fields are not case sensitive.
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11. HealthLink Online Services

HealthLink Online delivers a range of useful online services to your desktop, using
Microsoft’s Internet Explorer 5.5 web browser software (IE5.5). This software is
available for free as part of the Windows Operating System, or can be obtained from
the Internet or the HealthLink Installation CD. The HealthLink installation program will
upgrade your installation of IE if required during the installation of HealthLink Online
Access.

iy

To access HealthLink Online simply double-click the icon that will have been 5‘9
placed on your desktop during the installation of HealthLink Hegl'jtl:“ng”k
Services

Depending on the options you selected during the installation, this will connect you to
the Internet or through HealthLink and launch IE5.5, taking you to the HealthLink
Online login page.

HealthLink Online uses strong encryption and digital certificates to ensure that the
information exchanged cannot be intercepted or read by a third party.

Logging on to Healthlink Online

The first time you access HealthLink Online you will be prompted to install Concerto
Client Components.

kealtkl—(ﬂ:félnstall Concerto Client Components

¢ The Concerto backend of HealthLink Online has recently been upgraded.
e On your first access to this upgraded version of HealthLink Online you need to follow these instructions:

1. Click the Install button below to download the Concerto Client Compaonents.
2. When asked if you would like to apen the file or save it to your computer, select Open.

If you hawve a problern or reguire help installing the Concerto Client Components, please contact the HealthLink Helpdesk:

Email: helpdeski@healthlink. net
Mew Zealand, freephone: 0500 285 557
Australia, freephone: 1800 125 036

Please click the Install button. x|
L : . @ ook sein. o s co el it e sounce do et apen o

After clicking Install a file download box will save this fie

appear on screen. File name: ..ncertoClientComponents. exe

Select Open or Run this program from its E':D *:::r::"h"mt

cu rrent Iocatlon & Thiz type of file could harm pour computer if it containg

This will automatically download and install the e cade.

required components. Wiould pou like to open the file o save it to your computer?

Open | Save I Cancel More Info

¥ &lways ask before opening this pe of file
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You will not be required to restart your computer after installing this.

HealthLink Online can be securely accessed on the Internet using the following @
URL, https://secure.healthlink.net or by double clicking the icon on the
desktop

HealthLink:
Cnline
Services

A HealthLink Certificate is required to

access the HealthLink Online login page. /Z [th
Select the certificate you wish to use and ea LZNK

click OK. Providing your certificate is valid ONLINE
you will see the HealthLink Online login
page. Please enter your Username and Password

Log on using the HealthLink Online
username and password as issued by
HealthLink. Password

Username ||

Please note that the minimum recommended screen size for HealthLink Online Services
is 1024 x 768.

Once successfully logged in you will have a number of applications available to choose
from the menu on the left hand side.

—
. Help

. Logout W

Search: This option will give you access to NHI Lookup and to a regional
Provider Directory.

- W
1
@

Site: Displays information about your practice and all active EDI
accounts. Use this page to modify details and to access message
tracking

Site

e
i&éﬂ_

EDI Traffic: This will show all users in New Zealand and Australia that

EDITratic  are currently connected to the HealthLink network

e Common Error Codes: When running HealthLink Version 4 and

common Error - @XPeriencing connection errors, this menu option will display all common
Sl error codes and how to fix them

Site Information

=

ﬂ’ﬁ To view information about your practice and to look at what messages you
= have sent and received. Click the Site menu option. A screen will appear
ste  displaying your practice details including active EDI Accounts.
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Site Information

HealthLink Medical Centre

+54 (3) 636 BBS0

hlinktst

€3 0 Mailing
€3 > Physical

L+

[x] Tom Bowden

(+] v

To update phone/fax and email information, just type the correct details and press
update. To modify Address and contact details use these icons:

Site Details

Mat known to be a mermber

+54 (9) 536 6059

HealthLink Accounts

Addresses

P O Box 8273, Auckland
cnr Mary and Enfield Streets, Auckland

Contacts

+54 (9) B35 650

infog@healthlink. net

Unknown

Auckland  Mew Zealand
Auckland  Mew Zealand

tomn. bowden@@healthlink. net

Edit & | Delete

© | Add

To view details about messaging, click the green arrow on the left of the EDI account.

You will be displayed with EDI Account Contents which are all messages that are

waiting in your account at HealthLink to be collected and details of your last connection.

EDI Account Contents

You currently have 8 messages in your EDI account.
Y our last connection was on 01/08/05 10:47.07

DatestTimes on this page are being displayed for the New Zealand time zone.

Your last successful connection was completed on 01/08/05 10:47:07 using HMSE.4.7 247 (INTERNET).

Pathology Associates Ltd - BOP (pathlabs)
Pathology Associates Ltd - BOP (pathlabs)
Pathology Associates Ltd - BOP (pathlabs)
Pathology Associates Ltd - BOP (pathiabs)
Pathology Associates Ltd - BOP (pathlabs)
Pathology Associates Ltd - BOP (pathlabs)
Bicheno General Practice cbichenog)

Pathology Associates Ltd - BOP (pathlabs)

EDI Account Contents

0108105 15:55:11 LABRESULT
010805 14:52:05 LABRESULT
010805 14:29:068 LABRESULT
0108105 13:29:06 LABRESULT
010805 13:29:.05 LABRESULT
010805 12:59:04 LABRESULT
010805 12:12:19 LUPDATE

010805 11:59:12 LABRESULT

ORU
ORU
ORU
ORU
ORU
ORU
ACK
ORU

219 kb
1.91 kb
1.12 kb
112 kb
432.00 b
1.47 kb
72000
1.65 kb
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Message Tracking

Once you are in the EDI Account Contents page. A menu will be available in the top
right hand corner for further details. This is a breakdown of the menu icons:

| | | EDI Account Contents | EDI Account Connection Tracker
G . . et . .
e EDI Connection Information |'|]|'| EDI Account Site Information
‘{{i-_ EDI Traffic Information

A
~  EDI Connection Information This will display summaries of last connection,
connections over the past three months and message traffic.

: -‘i", EDI Traffic Information This page will display all organisations that are
communicating either to or from the EDI Account.

* Diagnostic MedLab Ltd (epmainy 08/07/03 10:01:17 08,/07/03 08:08:57 30 08/07/03 10:05:01 28
»  HealthPAC (z0) 03,/07/03 155746 2 03/07/03 16:01:058 2
> Healthwest gidawest) 080703 10:35:40 040703 12:18:58 5 0
o Healthwest (ipediab) 08/A07/03 10:26:18 01,0703 08:22:37 1 010703 14:05:14 1
» IMS Health (MZ) Limited ¢imsy 08/07/03 08:00:26 04,07/03 08:32:50 1 07/07/03 07.58:07 1

Click the green arrow on the left of your EDI partner to view messaging details for a
day, week or month. The only message information that can be viewed is the message
ID and date and time of transmission.

EDI messages received from LabPLUS gabpius during the last day .

EDI Message Details | Total 1 EDI Messages Ee Received |

Application Message 1D Originating Message Response Message
Type Sent Size Type Status Sent
LABRESULT 0107052627 ORU 030703 00:29:35 95500 b ACK  Accepted 030703 10:04:03
Export
«ae
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= EDI Account Connection Tracker View detailed information about each
connection including the number of messages collected and sent and whether
there were any failed connections.

Search Criteria

@® Last Number Of Connections Connection Status

10 [ Successful [F]Failed [ Talking
O From To

08/07/2003 08/07/2003

Today “resterd ay Last Wieeak

I 1 EDI Account Site Information Return to the main site maintenance screen

12. XP Service Pack 2 installation

When installing or updating the HealthLink Messaging software on Microsoft XP with
service pack 2 you may be presented with a Windows Security Alert window like the
one below.

To ensure the successful installation
and connectivity of the HMS client
you must select the Unblock button.

"= Windows Security Alert gl

= 10 help protect your computer, Windows Firewall haz blocked
some features of this program.

Do you want to keep blocking this program?

‘LaunchAnywhere’ is the program
used by the messaging client to .‘!j denes LEm . i UL
launch the installer and the user = Pubisher zeed

interface that is seen when you
connect to send and receive your KeepBlocking | | Unblock | [ Ask Me Late
messages

YWwindows Firewall haz blocked this program from accepting connections fram the
Intemet ar a network. If you recognize the program or trust the publisher, you can
unblock it. When should | unblock a program?

If you select 'Keep Blocking' the installation of the software will not complete correctly
and you will experience problems running it.
If this happens you will need to manually 'Unblock’.
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To do this Click on the start button at the lower left corner of the screen and select All
programs\Accessories\System Tools\Security Centre

Administrator

Internet Explorer

; My Recent Documents »
W« E-mail |} %
& Outlook Express @ Set Program Access and Defaults

v 5N Explorer

é Internet J My Documents

A Windows Catalog
© windows Update

® Windows Media Playe) @ Accessibilicy 4
I AV 6.0 Anki-virus System I Communications 3
@ Windows Movie Makel (7) Dislout-Client » [} 1) Entertainment 4
@ Games M| G Svsterm Tools >| h& Backup
I@ Taur Windows ¥R :Jﬁ Startup r N ) Address Book 42 Character Map
%) Files and Settings Tr. g Inkernet Explorer &l Calculator ‘i Disk, Cleanup
P izaid W% M3 Explarer B Command Prompt & Disk Defragmerter
ﬁ} HMS Advanced Optig &l Outlook Express B haotepad # Files and Settings Transfer Wizard
|--I Remote Assistance W Paint |[j Scheduled Tasks
e ‘Windows Media Player &) Program Compatibility Wizard @ Security Center
4% windows Messenger €9 synchronize 6 System Information
all Programs b | 7 HealthLink 1 v I & Tour windows ¥P ‘B System Restore

E} ‘Windows Explorer

@ Windows Movie Maker

s start [A wordrad

This will open the Security Centre Window pictured below. Click on the ‘Windows
Firewall’ Picture at the bottom centre of the screen under the ‘Manage security setting

for:” heading
¥ Windows Security Center E”E”z‘

+

Y Security Center
Help protect your PC

B Security essentials

@d)_Resources % ! ) _
Security Center helps you manage your Windows securiby setkings, To help protect your computer,
make sure the three security essentials are marked ON. IF the settings are not O, follow the

= Gek the latest security and wirus recommendations, To reburn to the Security Center later, open Control Panel,

infarmation Fram Micrasaft Wthat's new in ‘Windows to help protect my computer?
= Check For the latest updates from

Windows Undate ﬁ Firewall © ON | ¢
= et support for securiby-related

issues :

4P Automatic Updates O ON |

= Get help sbout Security Center
* Change the way Seaurty Conter {) Virus Protection © NOT MONITORED | 2

Wou've tald us you're using antivirus software that you will monitor yourself, To help protect your
computer against viruses and other security threats, make sure that your antivirus software is
turned on and is up ta date, How does antivirus software help protect my computer?

Recommendations. ..

Manage security settings for:

@ Internet Options % Automatic Updates

windows Security Cenker
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This will open the firewall settings window.
By default the firewall wall burned on,

which is recommended. _ : _
Select the Exceptions Tab Senaia

‘windows Firewall helps protect your computer by presventing unauthorized users
fram gaining access ta pour computer through the Intemet or a netwark.

@ (% On [recommended)

Thiz zetting blocks all outside sources fram connecting to thiz
compliter, with the exception of thoze selected on the Exceptions tab.

= Windows Firewall

General | Exceptions | Advanced |

] Don't allow exceptions
Select this when you connect to public networks in less secure
locations, such as airportz. You will hot be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
igriored.

@ ) Dff (not recommended)

Avoid using this setting. Turming off "indows Firewall may make thiz
computer more vulnerable to viuges and intruders.

What else should | know sbout “Windows Firewsll?

[. 0K ] [ Cancel

In the Exception screen under Programs and [l aE
Services place a tick in the box beside General| Exceptions | Advanced
LaunchAnywhere GUI

Wwindows Firewall iz blocking incaming netwark. connections, except for the
programs and gervices selected below. Adding exceptions allows some prograrns
to weork better but might increasze your security rigk,

Frogramsz and Services:

Mame

[ File arnd Pritter S hating
e

Remote Assistance
[ Remote Deskiop
O UPHP Framewark,

[ 4ddProgram.. | [ addPor. |[  Edt. ][ Dewte

Dizgplay a notification when Windows Firewall blocks a program

‘what are the risks of allowing exceptions?

0K l [ Cancel
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13. Glossary

HMS Client Application

HealthLink Messaging Service Application.

HealthLink Online

HealthLink Online is a secure Internet service that
can be used by HealthLink customers to track
electronic messages.

Attended Mode

When the HMS client is set to use Attended Mode,
it will only run when the user launches the program
to send and receive messages.

Unattended Mode

When the HMS client is set to use Unattended
Mode it remains open when the program is
launched and sends and receives your messages at
scheduled times. The program window must
remain open to maintain scheduled connections.

NT Service When the HMS client is set to use NT Service the
program will connect at scheduled times with no
user intervention needed.

IPA Independent Practitioners Association.

PHO Primary Health Organisation.

Digital Certificate

Certificates are used by the HMS client to encrypt
and decrypt messages sent using HealthLink. They
are also used when viewing secure websites e.g.
HealthLink Online.

Certificate Password

A password provided by HealthLink, which is used
when importing Digital Certificates during the
installation of HealthLink software.

Java Java is a programming language used by the HMS
client. It is also used by HealthLink s secure
website, called HealthLink Online.

EDI Stands for Electronic Data Interchange. Your EDI is

the name of the mailbox used for storing messages
until you download them to your computer.

Connection Password

This password is set by the user during the
installation of the HMS client. The program will ask
for this password before it connects in Attended
Mode or Unattended Mode.

Internet Explorer

Program used to view information from the
Internet. Internet Explorer is required for viewing
HealthLink Online.

PMS

Practice Management System e.g. MedTech32.
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healthLink 6

SECURE INFORMATION EXCHANGE

Australia
Phone toll free: 1800 125 036
7.00am — 7.00 pm Monday-Friday
(AEST)

Email

helpdesk@healthlink.net

New Zealand
Phone toll free: 0800 288 887
8am — 6pm Monday-Friday

Email
helpdesk@healthlink.net

If there is @ communication problem

Make it our problem

www.healthlink.net

HealthLink Delivers



