HealthGoldCert Certificate User Guide

Purpose This guide is intended to provide you with the information you need
to install and use a HealthGoldCert digital certificate and dongle.

HealthGoldCert HealthGoldCert digital certificates are only installed on a dongle.
digital certificates HealthGoldCert digital certificates are used to access Special Authority
forms online.
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1. Preparing to Install Your Digital Certificate

Introduction

What should
you already
have?

What do you
need to get?

Getting your
installation
password

What are the
Computer
System
requirements?

HealthGoldCert Digital Certificates

March 2007

This section contains the list of things that you need to do prior to installing
your digital certificate. To ensure the installation runs smoothly, it is
recommended that you follow these steps.

In the digital certificate courier pack from HealthLink, you should have
received:

e A dongle containing your HealthGoldCert certificate
e Aninstallation CD

e Installation instructions (See section 2)

Your computer must have internet access.

The installation password (also known as the ‘passphrase’)

Note: the installation password is required during the installation process. It
is recommended that you call to obtain this prior to commencing the
installation. This password will only be given to you (the digital certificate

holder)

Call HealthLink on 0800 288 887 and request your digital certificate
password. HealthLink will ask some questions to verify your identity e.g. the
challenge phrase (or “‘unique sequence’) that you wrote on your digital
certificate application form.

To successfully install your HealthGoldCert:

e Internet Browser - Internet Explorer version 5.5 (or higher) or
Netscape 4.75 (or Higher)

¢ The cipher strength of your browser needs to be 128 bit. Please note
if you are running Windows 2000 version you will need the high
encryption pack installed. Contact your system administrator for
further assistance.

e Access to the USB port so you can plug the dongle in.

Continued on next page
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Preparing to Install Your Digital Certificate, Continued

Need advice
on where to
install it?

Will anything
change in my
computer set
up?

Contact the HealthLink Helpdesk:

e Telephone: 0800 288 887
e Facsimile: 0800 288 885

e Email: helpdesk@healthlink.net

Operating Hours: 8.00 am - 6.00 pm Monday to Friday

During the installation procedure you may be prompted to change your
browser or browser settings. These changes can be made within the
installation program.

1. The types and minimum versions of web browser required to
successfully install your digital certificate are:

2. The cipher strength of your browser needs to be 128 bit

You will be advised if either of these need to be changed during the

installation procedure and given the opportunity to exit the program or
make the changes.
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2. Instructions for Installing Your Digital Certificate

Overview The digital certificate CD Rom contains all the files required for installing
your HealthGoldCert digital certificate and dongle.

This is a step-by-step guide to what you will see onscreen and provides
explanations for each step of the process.

Installing your Follow the steps below:
digital
certificate

Step Action PC Display results

1 Insert the CD Rom
into the appropriate
drive on your PC

2 On the desktop
Double click on My
Computer

=]

My Computer

3 Double click on the | [SIEFINITE

CD Rom Drive File Edit “iew Faworites Tools Help
dmEBack ~ = - | Qhoearch  Folders (4 | B L > & | EH-
Address @ My Computer
= [
L =
e 3% Floppy  Local Disk (C:) Compact Disc -2
My Computer (&) (D:)
Select an item to wiew its description,
Displays the files and Folders on your
computer
Continued on next page
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Instructions for Installing Your Digital Certificate, Continued

Installing your digital certificate (continued)

Step Action PC Display results
4 View the files in the v i g B
dongle install s
directory ] -
'ﬁﬂi’.‘ s
5 Ensure that your

dongle is NOT
inserted into the
USB port during
the installation
process.
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Instructions for Installing Your Digital Certificate, Continued

Installing your These certificates must be installed to confirm your personal HealthGoldCert
Root and Sub  digital certificate was issued by a trusted authority. You will only have to do
CA digital this once.

certificate

Follow the steps below:

Step | Action PC Display results
6 To install the sub CA
certificate
From the CD find the
HealthGoldCertCA.cer
file.
7 Double Click on the Certificate B3
HealthGoldCert.cer file. | e s compainisn
The certificate details —
window will display. o [ S——
s Cemrtlboahe o i maded Foe The Belowiog pergossich
s Eechhd B
= il spplication polidas
Fhder bo the cemifiston sothodty's Sabesnt i detats.
Ismsnd B HealhGaldCert Ch
Exwmmd by= THaskh CR
Walld i T1{10I00% ba 21 10y200
Select the Install
Certificate button. 5 :
o i
-
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Step | Action PC Display results
8 The Certificate Import Py == Ty TR
) . Berhincates mportayiizand

Wizard will appear.

Welcome to the Certificate Import
— Wizard

This wizard helps wou copy certificates, certificate brusk
lists, and certificate revocation lists From wour disk to a
certificate store,
& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko protect data or to establish secure network
connections, & certificate store is the system area where
cettificates are kept.
To continue, click Mext.

Click Next Mexk = ] [ Cancel ]

9 | Do not change the Gertificate Import Wizard X||
default values.
Certificate Store
Certificate stores are system areas where certificates are kept,
Windows can automatically select a certificate stare, or you can specify a location For
(&) Automatically select the certificate store based on the type of certificate
) Place all certificates in the Following store
Click Next
[ < Back ] N\‘\Et = I ’ Cancel ]
10 Click Finish

Ser Gl e MpPoOriaVIZand J

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,
‘ou have specified the Follawing settings:

Certificate Store Selected  Automatically determined by t
Content Certificate

< Back. ]I Finfh ’ Cancel
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Step | Action

PC Display results

11 | This message will
confirm the certificate

was installed correctly.

GertincatedmporsWizard|X )

\l“) The impart was successiul,

_'I\.‘_

12 To install the root CA
certificate:

From the CD find the
NZHealthCA.cer file.

s

==y MrHealthCA.cer |
'_11“'_‘ '| Security Certificats;
=l 1 KB

13 Repeat steps 7 to 11
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Instructions for Installing Your Digital Certificate, Continued

Installing Active X controls are required for renewing your HealthGoldCert digital
Active X certificate (see section 5 - Renewals). Please install this file.
controls

Follow the steps below:

Step | Action PC Display results

14 To install the Active

OnSiteMSL msi
X Control: g
Ontross i‘?ﬁ Windows Installer Package

From the CD find RE D
the OnSiteMSI.msi
file.

15 | Double Click on the | @], 4. | A=

OnSiteMSI.msi file. E
Welcome 1o the OnSiteMS! Setup Wizard @

The OnSite MSI EL.
Setup Wizard will
dlsplay Thee i rested ke sl guicks ‘o throg g b i shepes pecined io neiel DnSiebd 5 on o com puter

Click Tueed® b0 powring o

WARNRCG This ooffpularpecrssn (6 ok by copraiohl b sfid iniEmaton Bl neate:
Ureerdiniied d ol kcaion or cishibaion ol ik phocgash. or &y paon ol & oy ies ol n s
ordl O Cinfin Rl pa et s, S wil e e b o o BT i BT el i Cedea Sl Db Lo i G v s b

Click Next to - t—;ﬂ; -I L. n__|

continue
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Step | Action PC Display results

16 Click Next to

continue e -
Salect Installation Folder &‘

Tz mgialaiwill nemal OnEnetdE inihe folos ng oldar

T bivedall i i ol dan ek T ™ To ireiad 1o 8o Farant il o Soashin g fakker, Srvier o e bbby
oF cHok "Bimania”

Eolder.  |CProcram Fikesiven Eigr, |  Brese.

You pen instsl | e sokeses onhe Infosng dine s

| Vaume Dk Eil

| 5 MWE,

Iy GEE

[z 5B

i 0

| ek Cost |

| Carecel | | Preame | I Hed i
s ]
17 | Click Next to DS LS —!_"

continue =
Confirm Installation &

The= mstnleris imady o nstal OnSiefd 5 on yoir compitst

Gk "Mt in misd thes nednlaion

| canca “ Praaous | | “‘:ﬂ
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Step

Action

PC Display results

18

The installation is
complete.

Click the Close
button to exit.

Sa LAy i
SRR A P

Installation Complete

CnSiefd S hae been suceasiol by bl e

Chk: "Clpze® in =l

=
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Instructions for Installing Your Digital Certificate, Continued

Installing The iKey (SafeNet Client) software and iKey drivers are required so you
dongle can:

software and

drivers » Use the dongle in a PC or Laptop

= View the HealthGoldCert digital certificate details on the dongle
* Change your dongle passphrase
= Import other digital certificates onto the dongle

Please install this software by following the steps below:

Step | Action PC Display results
19 | Select the iKey — 1 '
. . | =00n-xF | WNT-Z2-z3
Drivers directory. o 1 - -
@ s
Open the folder
appropriate to your I — A
operating system. = " o
LJ ¥
et ¥
[t
20 Double click on the _E] IKEYDRVR2KXP. MSI
.msi file M B Windowes Installer Package
I-t 1,657 KB
21 | The Install Wizard | [BGRLlL e L E oo LLe 1o o g B N e [ T e Ed |
will open '
Wiekoomme to Hhe InstaliEhiek] Wizard for
Forbow #ey Driesr v3o4.9.4
The Istashield R Wizard wil alow you o st Ranbow
By Db w3404, To oornue, chik bt
Ly
Click Next to
continue
(mts [ s |
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Step | Action PC Display results

22 Click Install to
continue

. Rainbow ikey Driver ¥3.4,8,4 - InstallShield Wiz
Foeady to Install the Program
The witard & ready o begn nstalsbon,

Lok, Trefal o begiry e reslation

-pos wank B resview o chanoe sy of yoir mstalabion s=tince, dhck Back. Chck Cancel
T daat e wiard

23 The driver

installation status
bar will dlsplay the Imt.:l-r;ltml{upn-lvum.m

progress. The program features ou seeched ane bang mstaled

Piazes sl whis ths [retadchedd Wizand irstal Panbaow Bey Titver
w424, Thie may taks s=oral mintes,

SLELE
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Step | Action PC Display results
24 | When the x|
installation is I
completed the
completion window
will display.
Tha [reraishisd Wwizand hae pucoessily roralad Larbow By
Crfver w3454, Dhck Fineh bo ek the wizard.
Click Finish.
]
25 Select the iKey . —— o
software (SafeNet :;Tlimm:h [l e ﬁj:
Client) i P etk |“$ au:uuui aEracah
directory 3 i Bl @ i
g B e L cab deoryptcal
ek s He Inider 5 ¥ Gk
i, Delete e foids daarspcah arooll-1caly
s 3
Double click the pospeicy: B @ 0
setup.msi file. i e vl
L e Decawwrin
26 The InstallShield

Wizard window will
appear.

Click Next to
continue

i SafeNet Bor

P

Security P Clieot Install el Wikard

W
Wieboorme bo the InstaliShiskd Wizard for :
Safiemet Borderless Seourtty PR Client
The InstafShi=diF | Wizard will install Safehlet Bonderes

SRLETy PR CREn O ol oo mpetar, Tio corminiss, Sk Mgt

Contrung B ireralaton may desbk Fast s Swiching and
repdace e Windoees welcomes STEer

VEARRMING: THE Pardgram & profechs by ciperight L ared
riemastons fresses

[ omeste || o |
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Instructions for Installing Your Digital Certificate, Continued

Step Action PC Display results
27| The Ready to Install | SgiTRg, Jeriess Security T Client - Installshisld Wizard
rogram window AT !
will appear.
b The wazard 15 reschy b besgin redbslabion
20k el 10 b e restadaon i
Click Install to
Continue
| <Bak | el || cmcd |
N N fr.rw.l;-'-r"'-\.r' T
28 The mStaHa.tlon i -Tf?’ﬁ_. _.”TJ"I'-'“'"' "“‘TTET?_; R el e e S
progress window = -
will show the Imstaling Saletet Bordedos Sec ey P Giend
installation status. TiA CPOTAT RIS PO Atoled 3 Lara Febsd
Phezse watt while the IrrstaShisid Winerd refel Cafetiet Borderiess Seory
. ‘ﬁ P Chant. Thie may Tk sevard minibes
Stan e
LR R R R R R R R R N R RN .|
Cavd
T T -
Continued on next page
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Instructions for Installing Your Digital Certificate, Continued

(continued)
Step Action PC Display results
29 | The InstallShield | e s sl sy T
v ] el T T W) phat o S 1t ] B [ | MR LIS [ B S
Wizard T 3| LERS - et Bdeld Wizarnd: EE-L
completion IrstallShield Wizard Complated

window will
show.

Click Finish to
Continue

The Instafshesd Wieard has sucoessfily retsled Safefbet
Borckeries: Sacuniny P¥ Chent, Chik Fresh to it erwizard

HealthGoldCert Digital Certificates
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Instructions for Installing Your Digital Certificate, Continued

Does my This section describes how to test your digital certificate. Follow the steps in
digital the table below to connect to HealthLink’s” secure website.
certificate
work?
Step Action PC Display results
1 Plug your dongle
into the USB port
2 Double click the
Browser Icon on }
your PC desktop to g
connect to the
Internet in the usual Inkternet
way e.g. Internet Explorer
Explorer
3 |Typeinthe https://secure.healthlink.net/certinfo
following URL into
the address field
4 The “Choose a Choose a dicital certificate . '
Digital Certificate’ S IDUSE o JJ'—-'J ‘‘‘‘ LLiea e \jm
window will display Identification
The Web site you wank to view requests
IS-’It:el:fttll}g:deert ! 5 identification. Please choose a certificate,
certificate pym— —— g
. Simon Cumberleqe...  SecureCert CA
Click on OK Simon Cumberleqe. .. HealthGoldZert Ca \j
Jo Hansen HealthSecure CA
el e = e = HealthGoldCert Ca
Edwina Cooper HealthSecure CA
Simon Curnberlege... HealthGoldCert Ca E]
Hawlew Mizon HealthSecure CA —
1} D
[ Mare Info... ] [ View Certificate, .. ]
[ (a4 ] [ Cancel l
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Step Action PC Display results
5 The login window
will appear. Enter
your dongle
password in. Please type pour pazsphraze
and press the Enter key, or
click OK:
The dongle
password is case- |
sensitive.
Click OK
6 The certificate T R b
Installation 3 i PR Wt LI T N i L
confirmation T S
window will :
M e Certificats Insdallation Confibmalion

appear.

Bciais bo Ui page cornlimme gl digital cartificabe has beai ioatalled corraptiy.
If this is not intiy 1 i, mi il by BAAASE g ol i
successful contact T e W s B il e B il P ot i
the Helpdesk. You P —
will need to provide
all information on il
this window.

o
[T TTH
barsip smEs Higpa e Bl e o
Mo 3 Vi vk

Testing
problem?

If you experience any problems during the testing of your certificate contact
the HealthLink Helpdesk:

Telephone: 0800 288 887

HealthGoldCert Digital Certificates
March 2007
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3. Managing Your Dongle

Introduction In its role as Certification Authority, HealthLink operates the Helpdesk for
HealthGoldCert digital certificates.
There are several functions you can perform yourself with your new
HealthGoldCert dongle and certificate once the software is installed:
1. View all the certificates on your dongle
2. Change your password
3. Import other certificates onto the dongle.
To view all This allows you to view all the certificates on the dongle including the
the digital status, Common Name, Serial number and Expiry Date.
certificates
on your
dongle
Step Action PC Display results
1 Plug your dongle
into the USB port
2 | Go to the Taskbar 7 About SafeMet Borderless Security
and R) click on the i
dongle icon to - Enrollm =
;iiz;play (tf.ertificate h rollment Update
niormation | ( Certificate Information
alth < Rl
3 The following [ [kt Ll 3¢ |
screen Token | e e lnehem e e
Certificate Info [ o s it A O VBT ARID g vy
screen appears.
e e
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To change

You can choose to change the password on your dongle. If you do change

your password the password from the one that was configured during the install process,
you must remember the new password. The HealthLink support team
will not be able to access your new dongle password.
Step Action PC Display results
1 Plug your dongle
into the USB port
2 | Go to the Taskbar Ahout SafeMet Borderless Security
and R) click on the
dongle icon to Errollnst =
display Enrollment Enroliment Update =
Update N -
S e frmor hation
althGold... (
3 | Click on the link for E—-_"'ﬂ""f""""":"’-“ ':lf-""-ﬁ“"""f"l""l'ﬂl' E i'll-'iitlﬁ
Change token R o e S S W 1
Passphrase WLV L 5ol B BB L T L S e 1 il T ol T b Y HE= iy
Ly e b M el 0 = e P~ ilp vehoct + ot - D 4 B
B
Type in the old user

passphrase once and
your new user
passphrase twice.

Click OK.

HealthGoldCert Digital Certificates
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To import
another
certificate
onto the
dongle

This allows you to import another PKCS #12 file onto the dongle.

Step Action

PC Display results

1 Plug your dongle
into the USB port

2 Go to the Taskbar
and R) click on the
dongle icon to
display Enrollment
Update

E i Naal=Tal

Enrollment Update

=) e O tniation
althGold... Q? ﬂ@ ‘

3 Click on the link for
Import a PKCS #12
file

Type in your dongle
passphrase to the
Token Login
window.

Click OK.

| T ateRire T snra N ey Sl ity il e eL E matiare e |
Filg BH e Ppmms Loy bl ¥
u L o man s 8 vy T ~H 3
L e ] _"' B -
P L =L D e 0 W | F D 0 g e ey el | Ol P Do

Welcang Ddwinel

a
|

HealthGoldCert Digital Certificates
March 2007

User Install Guide CAA09 v4

Page 21 of 33




Step Action PC Display results
4 Select the .pfx file -
for import. PRLS#1Z Import File 2 X
Lk in: I (== Digital Certificates ;I L |‘=j€ V
EdEdwina Cooper_HealthSecure.pfi EAHSServerl IPSEC
Ededwina,verisign.pfi EAHSServerl SSLCE
EAHealthSecure Adrminl.pfi EAHSUser1 Certifica
5 HealthSecure Adminz.pfix FAsCUszer1 Certifica
Edhms.user edwina.cipher. pfi EAserurecert Adrmir
Edhme. Luser edwina.signature. pfi EAcon warart Ade
. Type: Personal Information Exc
Click Open O | | Szo: 511 B
File: narne: |HealthSecure AdminZ. pfy Open I
Files of type: | PKCS#12 Diata Files (% p12 * pl) - Cancel /|
o
5 Type in the original
installation
passphrase for the
digital certificate
you are importing
Click OK.
6 Click OK to the
Container Name or
change to your own
preference.
Click OK.
7 The Successful
Import window will
display.
Click OK.
8 Confirm the new s e o ]
certificate is on the —— T == =T R 1~ T~ S "
. & e T R L] e S e ROMAE iy i Teem D i
dongle by using the - i bar b 111N TR TS Fob P 8 S WIIETE, by a0
Certificate
Information steps.
hl s ——————————————————————— ]
L P e i b e ] e
e
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4. Digital Certificate Helpdesk Support

Introduction

When should 1

call the
HealthLink
Helpdesk?

System
upgrades can
cause
problems

Need
helpdesk

assistance?

What are the
helpdesk
hours?

HealthGoldCert Digital Certificates
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In its role as Certification Authority, HealthLink operates the Helpdesk for
HealthGoldCert digital certificates.

Call the helpdesk for assistance with HealthGoldCert digital certificates
when:

e You require digital certificate installation advice

® You are unable to access the electronic service that you normally use
your digital certificate for e.g. Electronic Special Authorities

e Your digital certificate has expired and you have not been contacted
about renewal

Upgrades and changes to systems can occasionally cause problems with
digital certificates e.g. a routine upgrade to your practice management
system. Call the HealthLink Helpdesk for advice.

For example:

e Problem: Unable to connect to a secure site that you normally use the
digital certificate to access

e Action: Call the Helpdesk

Contact the HealthLink Helpdesk:

e Telephone: 0800 288 887

e Facsimile: 0800 288 885

e Email: helpdesk@healthlink.net

Monday - Friday (except national public holidays)
8.00am - 6.00pm
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4.  Digital Certificate Security and Storage

Introduction

Passphrase
security

Forgotten your
password?

The dongle with the digital certificate belongs to you and should not be
shared.

Storage of the dongle is very important. If an unauthorised person obtained
your dongle and installation passphrase they could use your digital
certificate fraudulently.

Passphrases must:
e Be kept confidential at all times
e Not be shared.

e Not be stored

Contact the HealthLink helpdesk to get your dongle password:
Telephone: 0800 288 887

HealthLink will ask you some questions to verify your identity. Your
challenge phrase will be required.

Remember that if YOU change your password using the steps in
Section 3, the HealthLink Helpdesk will not be able to access the new
combination.
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5.  Digital Certificate Renewal

Introduction A digital certificate has a life of one year. At the end of that year if the digital
certificate is not renewed the dongle will cease to function.

What does a A HealthGoldCert digital certificate renewal currently costs $80.00.

?
renewal cost? Note: Many health provider organisations are eligible for free digital

certificates from the Ministry of Health, ACC and HealthPAC. To check
eligibility contact NZHSRA: 0800 117 590 or email registrar@nzhsra.co.nz

Reissued When your renewal is due, the NZHSRA will contact you to establish if:
certificates 1) you want your certificate to be renewed
2) whether your personal details have changed

If your Name, Organisation or Email address require changes or updates,
the Certification Authority will issue a new certificate and dongle to you

with your new details included.

Please return your old dongle to: HealthLink Ltd, PO Box 8273, Auckland.

Renewal via If your Name, Organisation or Email address do not require changes or

emat updates, your digital certificate renewal instructions will be sent to you by
email.
The table below gives an overview of the process steps for digital certificate
renewal via email:
Step Process User Action Required

1 Two months prior to the expiry date, the NZHSRA will Respond promptly to the
contact you to: NZHSRA and clearly advise
them of the most

appropriate email address
b. Identify if any of your personal details have changed | to use for the renewal
since your original application was completed process.

a. Confirm that you require the certificate to be renewed

¢. Inform you of any costs associated with renewing
your certificate
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One month prior to the expiry date, HealthLink will send
you an email advising:

¢ A website link where you can download online renewal
guides and instructions.

e A website address where you can pickup your renewal

e A summary of the main steps to follow.

1. Ensure you renew
BEFORE your existing
certificate expires.

2. Ensure you have the
renewal instructions to
hand before starting.

3. Follow the steps in the
email or the online
guides.

3 | Plug your existing dongle into the USB port
4 Active X controls are required for the renewal process
If this file have not already been installed on the computer | Refer to Section 2
you are renewing on, find the OnSiteMSL.msi file on your | “Instructions for Installing
original Dongle Installation Software CD. Your Digital Certificate”,
steps 14-18 in this guide for
installation.
If your CD is no longer available, please call 0800 288 887.
5 Go to the https:/ /healthgoldcert.healthlink.net/ website. i, H“ 4
e Mot W Tt
- I.Iull
6 | Select the Renew link. ( fi
7 | A pop-up window will display all certificates that are i e e [H]
currently installed on your dongle. Select the digital e
certificate you wish to renew by highlighting the correct ey
row. =

Select the Renew button

ekl £
ai-Laar a

L Pa-aT
CLIOL EIVENE EIC NER
mFELM
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8 Enter your personal dongle password when prompted.
LaleMer korderiesy 1ivi.--l.:.urn_-.-
Token Login
Press OK.
9 | You will now return to the main Renewal webpage. _ 1
cT— _—
Ensure that the value “Datakey RSA CSP’ is displayed in e
the Cryptographic Service Provider field.
Scroll down and select the Renew button. @ —_—
10 | A ‘Potential Scripting Violation” message may display. § e __O..__. e -
Select Yes to this message.
11 | A‘Cryptographic Service Provider’ message may display. | f—
i el ek e
Select OK to this message. | O
12 | A progress bar will display as the renewal process occurs. | | Crsumssic sarce pruvdsr
= HarmatingFap On Tokan
13 | A ‘Potential Scripting Violation” message may display § e e
again. 7 a1y
N—r
Select Yes to this message.
14 Once the digital certificate has been renewed successfully, b g
a ‘Congratulations” window will be displayed. S
15 | To continue accessing the Special Authorities website, a
copy of your renewed certificate’s public key needs to be
forwarded to HealthPac for verification.
Please call 0800 243 666 Option 1 to receive instructions on
how to do this.
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5.

Digital Certificate Renewal, Continued

Need help or Contact the HealthLink Helpdesk:
information

on don

gle e Telephone: 0800 288 887

renewals? e TFacsimile: 0800 288 885

e Email: Helpdesk@healthlink.net

When does Follow the steps in the table below to check the expiry date of your digital
your digital certificate. Note: The screenshots are of Internet Explorer. If you have
certificate Netscape and need assistance with this, call the HealthLink helpdesk.

expire?

Step

Action

PC Display Results

16

Plug your dongle into the USB port

17

Go to the Taskbar and R) click on the
dongle icon to display Certificate
Information Enrallment

About SafeMet Borderless Security

18

Note the Start time and Stop time to oo
determine the validity period of the [ == ——mmn
certificate on the dongle. -

ot Pimilianleis i
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6.  Digital Certificate Revocation

Introduction

When should
your digital
certificate be
revoked?

How to
request the

revocation of a

digital
certificate

HealthGoldCert Digital Certificates

March 2007

In some circumstances digital certificates need to be revoked i.e.
permanently disabled.

The table below describes the circumstances when a digital certificate should
be revoked and who is likely to request it:

Circumstances for

Who is likely to request the revocation?

revocation Digital An NZHSRA | HealthLink
certificate | organisation
holder authorised
signatory

The digital
certificate holder v v
leaves the
organisation
The organisation
ceases to exist e.g. v v
Two medical
practices merge
It is suspected that
the security of the v v v
digital certificate
has been
compromised

The table below outlines the process for requesting the revocation of a digital
certificate:

Step

User Action

Details

1 Obtain the Revocation
Request Form

e Website: www.hin.moh.govt.nz
e Email: registrar@nzhsra.co.nz

e Phone: NZHSRA 0800 117 590

2 Complete the

Revocation Request
Form

User Install Guide CAA09 v4

Continued on next page
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6.  Digital Certificate Revocation, Continued

How to request the revocation of a digital certificate (continued)

Step User Action Details
3 Fax the Revocation Fax No: 0800 288 885
Request Form to
NZHSRA
4 Receive confirmation Receive call from NZHSRA and
phone call from confirm revocation request
NZHSRA prior to
digital certificate
revocation
More Detailed information on digital certificate revocation can be found in the
information ‘Health Certificates CPS’ (Certification Practice Statement) located under

Digital Certificates on the HealthLink website: www .healthlink.net
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7.  Changing Personal and Organisation Details

Introduction

What type of
changes?

Need more
information
on changing
details?

Where to get
the change of
details form

It is necessary to complete a Change of Details Form if any personal or
organisation details change from those supplied on the original application
forms.

Changes to details fall into the following two categories:
e Personal changes e.g. change of name

e Organisation changes e.g. change of address or change of authorised
signatories

Contact NZHSRA:
e Email: registrar@nzhsra.co.nz

e Phone: 0800117 590

The form is available on the Ministry of Health’s website or can be requested
by email or phone:

e Website: www.hin.moh.govt.nz
e Email: registrar@nzhsra.co.nz

e Phone: NZHSRA 0800 117 590
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