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1 Introduction 

The HealthLink SIX Messaging System (HMS) is a messaging system which exchanges 

electronic messages between health providers' computer systems. Using a common electronic 

message exchange system means that health providers can quickly, easily and securely share 
information about their patients.

The HMS Client can be used by any health provider organisation with a capable computer 
system. Many General Practices, Hospitals, Accident and Emergency Clinics and Specialist 

Surgeries are reducing their paper workload right now thanks to HMS.

In most cases the electronic message is created within the 

to the recipient using their HealthLink EDI (Electronic Data Interchange) address. HealthLink 

EDI accounts will store any messages addressed to their organisation. Using HealthLink at 
their practice, the recipient will collect the

systems. The receiving system will display all newly received messages and sort them by 
individual recipient. The recipient can process the message, and the information is securely 

stored on their clinical system.  

1.1 HealthLink Service and Support

The HealthLink Help Desk is always just a phone call away, whenever you need help with any 

issues or questions you may encounter. Please refer to the contact number printed on the 
back of this guide when contacting the HealthLink Help Desk.

1.2 Icons Used in This Guide

You will see helpful icons used in this guide to draw attention to a subject, action or 
information. 

The light bulb icon indicates information that is likely to make your job 

 

The exclamation icon highlights a warning or an action you need to take.  When you 

see this icon, pay attention and proceed with caution.

 

The ‘i’ for information icon indicates an area that assists in a decision.
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2 Before You Begin 

The HMS installer will not run on systems where the username of the logged in account 

contains invalid characters. 

Valid characters recognised by the HMS installer are – uppercase characters (A-Z), lowercase 
characters (a-z) and the space character. 

2.1 System Requirements for Windows 

 

MINIMUM RECOMMENDED 

Pentium III 600Mhz Pentium III 1Ghz 

1GB RAM 2GB RAM 

Windows XP, Windows Server 2003 
Windows XP, Windows 7), Windows Server 2003, 

Windows Vista, Windows Server 2008 R2 

56K Modem and Dialup Networking/RAS installed 
for Internet dialup. 

Permanent, broadband Internet connection 

256 Colours and 640x480 resolution 16 bit Colour 1024x768 Resolution 

150MB available hard-disk space for software 

(excl. space for message storage) 

250MB available hard-disk space 

(incl. 100MB space for message storage) 

 

2.2 System Requirements for Apple Macintosh 

 

MINIMUM RECOMMENDED 

G3 processor or 

Intel Core 2 Duo 

G4 processor or  

Intel Core 2 Duo 

1GB RAM 2 GB RAM 

Mac OS 10.5 MacOS 10.5, MacOS 10.6 

56k Modem for Internet dialup Permanent, broadband Internet connection. 

256 Colours 800x600 resolution 16bit Colour 1024x768 Resolution 

60MB available hard-disk space 

(excl. space for message storage) 

160MB available hard-disk space 

(incl. 100MB space for message storage) 

 

When upgrading from earlier versions, please contact the HealthLink Help Desk for support. 



HMS 6.6.1 Installation and User Guide|  Version 1.0, 30 July 2010 

 
 

 

Copyright  2010 HealthLink Limited Page 7 of 44 

 
 

2.3 System Requirements for Internet Access  

HealthLink recommends the use of high-speed broadband Internet as the basis for reliable 

access to the HealthLink messaging network. 

If no broadband internet connection is available, please take the following notes into account: 

• The use of an internal dial-up modem is not advised, as this hardware cannot easily be 

reset when diagnosing Internet connectivity issues. 

• Please ensure that the telephone line you intend to use is not using services such as 

Call Waiting. These services send signals down the line, interrupting your modem 
transmissions. 

• Please ensure that your telephone system is correctly configured for the transfer of 

data. Internet use through a PABX phone system should be avoided unless the PABX 
system has been properly configured by a telecommunications professional. 

2.4 HMS Client Limitations 

• Maximum EDI accounts per client: 10 

• Maximum file size per message: 2MB (before compression) 

• Maximum total file size per connection: 5MB (before compression) 

• Maximum files that can be sent per connection: 500 
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3 Installation Options 

3.1 Installation on a Server Computer 

HealthLink strongly recommends installing the HMS Client on one single server computer. 
Ideally, this server computer is the same as the one hosting the clinical software system that 
is used for generating and receiving the messages for the HMS Client. If both applications 

also shared one or more local hard drives for their message exchange, this would be the most 
reliable and stable configuration. 

If this way of installing the HMS Client is not appropriate for your situation, special care has 

to be taken when configuring the HMS Client. 

Additional information about the reasons for installing the HMS Client on the same server 

computer as the clinical software system can be found in section 8.1. 

Information about the most appropriate way to configure the HMS Client when using remote 

network folders can be found in section 6.1.1. 

3.2 Installation on a Workstation Computer 

HealthLink does not recommend installing the HMS Client on a workstation computer as this 

may adversely affect the reliability of sending and receiving messages. 

Additional information about the reasons for installing the HMS Client on the same server 

computer as the clinical software system can be found in section 8.1. 

Information about the most appropriate way to configure the HMS Client when using remote 
network folders can be found in section 6.1.1. 

3.3 Installation on Multiple Computers 

The HMS Client does not support the installation of an EDI account that has already 

been installed on a different installation of the HMS Client. 

Installing an EDI account on more than one installation of the HMS Client will result 
in the loss of data and unreliable sending and receiving of messages. 

This can impose clinical risks as messages may not reach their intended 
recipients! 

If the HMS Client is installed on more than one computer, you need to make sure that each 

EDI account used is only ever installed on one of these installations. 
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4 The HMS Client Installer 

The installation of the HMS Client is performed by the HMS Client Installer. This application 

can be accessed in three different ways, described in the following sections. 

4.1 CD Install 

Insert the HMS Client Installation CD into your CD-ROM drive. The installation should start 

automatically (this may take several seconds). If the installation does not start automatically, 
please direct the Windows Explorer to your CD-ROM drive and open the folder for your 

computer operating system (i.e. Microsoft Windows, Macintosh). Double-click the installation 

file called “installHMSClient.exe” or “installHMSClient.dmg”, depending on your operating 
system. 

4.2 Internet Download 

If you have got a web address for installing the latest version of the HMS Client from, please 

point your web browser to the web address http://www.healthlink.net/software.htm and click 

the “DOWNLOAD NOW” button for your operating system (i.e. Windows or Mac OS X) to 
download the HMS Client Installer. HealthLink recommends saving the downloaded HMS 

Client Installer onto your Desktop. 

4.2.1 Web Installer for Windows 

After the download has been completed, double-click the downloaded HMS Client Installer file 

(installHMSClient.exe) to start the installation. 

4.2.2 Web Installer for Apple Macintosh 

The installation file for MacOS X is in DMG format. Once the file has been downloaded, the 
DMG file will be automatically mounted as a disk image for you. 

Double-click the HealthLink SIX Client Installer to start the installation. 
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5 Installing the HMS Client 

When you start the installer and the HMS Client is already running on your computer, the 

following warning screen will appear: 

 

 

 

When the HMS Client is running, you should see a window open that looks like this: 

 

 

 

Click on the “Close” button in the bottom left corner of the window to exit the HMS Client. 
When the HMS Client has shut down, please re-run the HMS Client Installer. 
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5.1 Introduction 

The first panel you will see will be the “Introduction” screen: 

 

 

 

The installer will examine your computer system for the hardware and software components 

that are required.  

Click “Next” to proceed. 

5.2 License Agreement 

For the HMS Client to be installed, you must read and agree to the License Agreement 
presented to you.  

 

 

 

To agree and continue with the installation, please scroll down to the end of the license text 

and select “I accept…”, then click “Next” to proceed.  
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If you do not agree, select “I do not accept

 

If this installation is an upgrade from
section 5.5.1 on page 14

 

5.3 Select Country 

The installer needs to know whether you

Select your country from the list.

 

Click “Next” to proceed. 
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5.4 User Identification 

 

 

If you are upgrading from a previous version of the HMS Client, the information in these 
fields will already be filled in. 

Otherwise you will be asked to enter your 

• Organisation Name 

• EDI Account Name 

• EDI Account Password 

These details were issued to you when you registered with HealthLink. If you are unable to 

locate these details, please contact the HealthLink Help Desk. 

Click “Next” to proceed. 
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5.5 Connectivity Check 

The installer offers you the opportunity to check the connectivity to all server addresses 

required by the HMS Client prior to performing the actual software installation. 

Checking the connectivity to HealthLink’s servers is important in that all profiles/ EDI 

accounts defined for use with the HMS Client are verified for correct configuration with 

HealthLink’s infrastructure. 

While this connectivity check is performed automatically when upgrading from an earlier 

version of the HMS Client, it can be performed manually during a fresh installation of the HMS 
Client. 

5.5.1 Manual Connectivity Check 

The manual connectivity check enables you to test your system’s connectivity to HealthLink’s 
servers. This option is only available if your current installation is not an upgrade from an 

earlier version of the HMS Client. If your current installation is an upgrade, please refer to 
section 5.5.2 on page 17 for the description of the automatic connectivity check. 
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Select the type of connection you use.

If you are currently not connected to the Internet, 

You may not be connected
connection and have not initiated the modem connection yet

 

If you are using a proxy server to connect to the Internet, please sel

server” option and click on the “

 

Enter the host address and the port number used by your proxy server in the boxes provided. 
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Select the type of connection you use. 

not connected to the Internet, please do so now. 

You may not be connected to the Internet if you are using a dial-up or VPN 
and have not initiated the modem connection yet. 

If you are using a proxy server to connect to the Internet, please select the “Use proxy 

” option and click on the “Proxy Details…” button. 

 

Enter the host address and the port number used by your proxy server in the boxes provided. 
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up or VPN 

Use proxy 

 

Enter the host address and the port number used by your proxy server in the boxes provided.  
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If your proxy server requires authentication, you will need to place a tick in the 
Authentication” box and enter your username and password for the proxy server. 

“Back” button when completed.

For configuring your firewall or proxy server to work with the HMS Client, please 

refer to section 8.2 for detailed information about the server addresses that need 
to be accessed by the HMS Client.

For technical support about how to configure your firewall or proxy server

contact your local IT 

When back on the “Manual Connectivity Check
button. 

A successful test will be confirmed in the message window belo

button: 
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” box and enter your username and password for the proxy server. 

” button when completed. 

For configuring your firewall or proxy server to work with the HMS Client, please 

for detailed information about the server addresses that need 
to be accessed by the HMS Client. 

For technical support about how to configure your firewall or proxy server

IT technician. 

Manual Connectivity Check” screen, click the “Test Connection

A successful test will be confirmed in the message window below the “Test Connection” 
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Proxy 
” box and enter your username and password for the proxy server. Click the 

For configuring your firewall or proxy server to work with the HMS Client, please 

for detailed information about the server addresses that need 

For technical support about how to configure your firewall or proxy server, please 

Test Connection” 

w the “Test Connection” 
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If the connection test is not successful, the following error message will be displayed. 
Reasons for the error may be due to no active Internet connection or a firewall or proxy 

server preventing access to the Internet: 

 

 

 

Please ensure that this test is successful before continuing. 
If you have an internet connection and the test fails, please contact your local IT 

technician for further assistance. 
 

Once the above step is complete, please continue the installation by proceeding to section 
5.95.6. 

5.5.2 Automatic Connectivity Check 

The steps below describe the automatic connectivity check performed by the installer if this 
installation is an upgrade. If your current installation is not an upgrade, please refer to 

section 5.5.1 on page 14 for the description of the manual connectivity check that you can 
perform. 
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If the connectivity profile for one of the configured EDI accounts could not be found, the 
following error message is displayed and the installation stops. 

 

 

 

If the EDI account is no longer used, it should be removed using the HMS Advanced 
Options application. 

If the EDI account still needs to be used, the profile error needs to be rectified. 
 

If at any stage you are unsure of the action required please contact the HealthLink Help Desk 
for assistance. 

Once you are happy that the EDI accounts and profiles have been correctly set up in the HMS 

Client you will need to start the installation again. 

If the automatic connectivity check is successful, the following message is displayed. 

 

 

 

Once the above step is complete, please continue the installation by proceeding to section 

5.10. 
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5.6 Select Installation Directory 

 

 

This is the directory into which the HMS Client software will be copied. It is recommended to 
keep the default setting. 

If you need to change it, click “Browse” and select a different directory. 

Click “Next” to proceed. 

5.7 Choose Base Message Directory 

 

 

This is the directory within which the HMS Client will create sub-folders for incoming and 

outgoing files. Unless you have been instructed by HealthLink to change it, you should not 
change this default setting. 

Please contact the HealthLink Help Desk if you believe the default setting is not appropriate. 

Click “Next” to proceed.  



HMS 6.6.1 Installation and User Guide|  Version 1.0, 30 July 2010 

 
 

 

Copyright  2010 HealthLink Limited Page 20 of 44 

 
 

5.8 Select Start Menu Folder 

 

 

Please leave the default values on this screen unchanged. 

Click “Next” to proceed. 

5.9 Select Additional Tasks 

 

 

If these options are ticked, the HMS Client Installer will create shortcuts on your desktop and 
in the Windows Quick Launch toolbar. 

Click “Next” to proceed. 
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5.10 Pre-Installation Summary 

 

 

Please take the opportunity to ensure that all the settings from the previous windows that are 

summarised on this screen are correct. 

Click “Next” to proceed or “Back” if you need to make changes to any of the selections on 

the previous screens. 

5.11 Installing 

 

 

The progress bar on this screen indicates the status and current activity of the installation of 

the HMS Client. This may take a couple of minutes. 
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5.12 Digital Certificates

This step is not applicable if you are upgrading an 

presented. 
The following steps guide you through the impo

 

 

If you are installing the HMS Client

of the HMS Client could be detected on your system by the installer, the 
prompt you to supply your One Time Password (OTP). 

to HealthLink’s messaging network 
certificates for you. 

 

You must be connected to the Internet before continuing.

If you use a dialup connection, connect now before clicking

 

Click “Next” to proceed to the One Time Password Utility. 

 

Every EDI account is provided by HealthLink 
used to gain access to HealthLink

messages that you send and receive. 
these digital certificates. 

If you are upgrading from a previous version of 
you to go through these screens. Instead, it will detect your existing certificates 

and continue to use them. Your previous connection password remains the same.

 

In the upper part of the following

(OTP) issued to you by HealthLink during the registration process
issued with a One Time Password, please contact the HealthLink Help Desk for a new one. 

You may be asked to provide proof of identification to obtain a new One Time Password.
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This step is not applicable if you are upgrading an existing HMS installation and will not be 

following steps guide you through the importing of digital certificates.   

 

HMS Client on this system for the first time or if no previous version 

could be detected on your system by the installer, the HMS Client
your One Time Password (OTP). This allows your HMS Client 

messaging network and to download your set of newly generated digital 

You must be connected to the Internet before continuing. 

connection, connect now before clicking “Next” to proceed.

” to proceed to the One Time Password Utility.  

by HealthLink with a unique set of Digital Certificates that are 
used to gain access to HealthLink’s messaging network and to sign and securely encrypt all 

messages that you send and receive. The following screens are aimed at securely issuing 

If you are upgrading from a previous version of the HMS Client, it will not 
ou to go through these screens. Instead, it will detect your existing certificates 

and continue to use them. Your previous connection password remains the same.

e following window, please enter your unique One Time Password 

HealthLink during the registration process. If you have not been 
issued with a One Time Password, please contact the HealthLink Help Desk for a new one. 

You may be asked to provide proof of identification to obtain a new One Time Password.
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HMS installation and will not be 

on this system for the first time or if no previous version 

HMS Client will 
 to connect 

digital 

” to proceed. 

with a unique set of Digital Certificates that are 
network and to sign and securely encrypt all 

The following screens are aimed at securely issuing 

will not prompt 
ou to go through these screens. Instead, it will detect your existing certificates 

and continue to use them. Your previous connection password remains the same. 

enter your unique One Time Password 

If you have not been 
issued with a One Time Password, please contact the HealthLink Help Desk for a new one. 

You may be asked to provide proof of identification to obtain a new One Time Password. 
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The installation process cannot be completed without the One Time Password being entered. 

In the lower part of this window, please provide a Connection Password that will be used to 

protect your new digital certificates from unauthorised use. This password will be required by 
the HMS Client every time when initiating a manual connection or when configuring the HMS 

Client to run automatically as an NT service. 

 

It is extremely important to remember your connection password 

The loss of your connection password will prevent you from successfully 

connecting to HealthLink’s messaging network and may result in your 
messages becoming unreadable if new digital certificates have to be issued. 

In this case, you would need to contact all your messaging partners (e.g., 
laboratories and hospitals) and ask them to re-send all of the messages you 

have missed. There may also be an additional charge for re-issuing 

certificates. 

 

Once your details have been entered, click the “Proceed” button. 

 

A new window will appear to display the certificate installation status as the HMS Client 

connects to HealthLink’s network and completes the activation of your messaging account: 
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Click the “Close” button once the progress bar is at 100% and the message confirming that 
new security keys have been installed is displayed.  
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5.13 Auto Logon Registration for NT Service. 

This step is only performed for existing HMS installations that are using the NT Service Mode. 

 

 

 

Click “Next” and you are presented with a screen that prompts you to enter the connection 

password for those EDI’s that are not setup to use NT Service mode.  

 

 

 

Enter the password for each EDI account you are prompted for and click “OK”. 

 

When complete the following screen is shown. 
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Click “Next” to continue 

 

5.14 Installation Complete 

Congratulations you have successfully installed your HMS Client! 

 

 

 

Click “Finish” to exit the installer. 
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6 Running the HMS Client 

The HMS Client can be run in a variety of 

preference: 

1. Windows NT Service 

2. Unattended (Hands-Free

3. Unattended 

4. Attended 

5. From within your clinical software

The different methods of running the 

6.1 NT Service Mode 

NT Service mode functionality is only available on the

HMS Client: 

• Windows XP 

• Windows Vista 

• Windows 7 

• Windows 2003 Server 

• Windows 2008 Server 

• Windows 2008 R2 Server

NT Service Mode is the recommended mode of operation when installing HMS on a 
server.  

The HMS Client can be configured to run as a 

connections twenty-four hours a day without the need for a user account to be logged on.

To enable or configure this feature, launch 

Programs > HealthLink SIX > Advanced Options

 

 

Click on the “Install Service” button to make the service available to Windows. 

When the text “Service Installed” appears, you can begin running the 
Service by clicking on the “Start Service

 

 

Select a user from the list on the left hand side, and then

HMS Client will then prompt you
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can be run in a variety of operation modes, typically and in order of 

Free) 

clinical software 

The different methods of running the HMS Client are explained on the following pages.

functionality is only available on the supported Windows versions of the 

Windows 2008 R2 Server 

NT Service Mode is the recommended mode of operation when installing HMS on a 

can be configured to run as a service. This enables it to perform 

four hours a day without the need for a user account to be logged on.

To enable or configure this feature, launch HMS Advanced Options by selecting Start > 

Programs > HealthLink SIX > Advanced Options and select the NT Service tab.

 

” button to make the service available to Windows.  

When the text “Service Installed” appears, you can begin running the HMS Client as an NT 
Start Service” button.  

Select a user from the list on the left hand side, and then click the right arrow button. The 
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Enter the connection password for each user, and click “OK”. When you have added all the 

users you wish to log on, you can close the HMS Advanced Options application. The HMS 
Client will continue to run automatically until you click on the “Stop Service” button. 

When your computer is shut down, the HMS Client NT Service will automatically start and log 

on your selected users when the computer is started up again. 

6.1.1 Important Notes for Using NT Service Mode 

When configuring the HMS Client to run in NT Service mode, it is important to note some 
important differences in the system environment that an application running as a service in 

Windows is exposed to. Taking these differences into account is crucial for the reliable 
operation of the HMS Client in NT Service mode. 

Windows services are, by default, executed under the computer’s local System user account. 

This also applies to the HMS Client1. The local System account has administrator rights on 

the computer and can hence access all local system resources, e.g. files. The local System 

account uses its own runtime environment, which may be different from the user account 

used for installing and setting up the HMS Client. This has consequences for the usage of files 
stored on network folders. 

Do Not Use Mapped Network Drives 

A convenient way to access network folders under Windows is the usage of mapped network 

drives. Network drives can be accessed using a drive letter (e.g. Z:) and provide direct 

access to the network folder associated with it. Unfortunately, mapped network drives are 
always specific to a particular user account and cannot be defined for general use (i.e. by 

other user accounts). 

Consequently, mapped network drives defined for the user account used for installing and 

configuring the HMS Client are not known by the applications running under the local System 

user account. 

This fact can create problems when mapped network drives are used for accessing the 

message directories of the HMS Client. If the HMS Client is configured to access its message 
directories using mapped network drives, it will fail to access these directories when running 

in NT Service mode. 

It should hence be avoided altogether to use mapped network drives for accessing the HMS 

Client’s message directories. Instead, so-called UNC path names should be used. UNC path 
names adhere to the following structure: 

                                           
1 While it is possible to change the user account of the HMS Client in NT Service mode (using HMS Advanced 
Options), this should not be done without assistance by the HealthLink Help Desk. 
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\\hostname\directoryName\directoryName 

with hostname being the network name (or address) of the remote computer hosting the 

network folder and the list of directoryNames referring to the name of the network folder 

on the remote computer. 

Ensure Full Access Rights for Network Folders 

Access to network folders is typically controlled by the remote computer hosting the folder. 
While many networks are set up in a way that regular user accounts are known by all 

computers in the network, this does not apply to local System accounts. This leads to a 

situation where a network folder may be accessible for applications running under a regular 

user account but not for applications under the local System account. 

If the HMS Client is configured to access its message directories as remote folders, it may not 

have access to these directories when running in NT Service mode. Consequently, the HMS 

Client in NT Service mode would not be able to send or receive messages. 

Before configuring the HMS Client to run in NT Service mode, it should be made sure that all 
message directories stored in network folders are accessible for reading and writing for 
anonymous users. If this is not possible (or not desirable) but the clinical system having to 

access the message directories is running on a different computer, the message directories 

could be hosted by the computer running the HMS Client while the clinical application is 
accessing them as remote network folders. 

For further assistance, please contact the HealthLink Help Desk. 

6.1.2 System Tray Icon for NT Service 

When you install the HMS Client as an NT Service, you will have a system tray icon installed 

from which you can force the HMS Client to start or stop the service. Right-clicking on the 
icon will also give you access to the error and event logs. 

There are three status symbols for the system tray icon, depending on the current state of 
the service:  

This icon indicates that the service has been installed. 

When the HMS Client has been started and is running as a service, the icon will 

alternate between the two images on the left. 

When the HMS Client is attempting to connect to HealthLink’s messaging 
network, the icon will be spinning. 

This icon (displayed in red) indicates that the last time the client tried to connect, 
it failed. If this icon is displayed, please refer to the error log to determine the 

cause of the connection failure and contact the HealthLink Help Desk for 

assistance. The error log can be accessed by right-clicking on the icon. 

If you use NT service and Dialup connections you need to configure the dialup connection not 

to use pop-ups or prompts. Please refer to section 7.5 for more information. 
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6.2 Unattended (Hands

In Unattended (Hands-Free) Mode

messages automatically at set times during a defined time window each day.

The HMS Client is automatically started when the user logs on to the system. During the HMS 
Client’s first start in this operation mode, the user will have to supply the connection 

password. 

 

In the Log On window, enter your connection password and place a tick in the 
“Automatically start and log me into HealthLink SIX

the HMS Client from prompting the user for the connection password again during its next 

invocation. 

 

 

 

This mode of operation is recommended 

Service operation mode is unavailable or not 

 

To set the HMS Client to Unattended 
selecting: 

Start > Programs > HealthLink SIX > HMS Advanced Options

The first screen displayed is the “

“Unattended (hands-free)” and set your scheduling parameters on the left hand side of 

the screen. 

Save your changes by selecting “

Advanced Options application. Double
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Free) Mode, the HMS Client performs the sending and receiving of 

messages automatically at set times during a defined time window each day. 

The HMS Client is automatically started when the user logs on to the system. During the HMS 
t start in this operation mode, the user will have to supply the connection 

 

In the Log On window, enter your connection password and place a tick in the 
Automatically start and log me into HealthLink SIX” box. Ticking this box prevents 

the HMS Client from prompting the user for the connection password again during its next 

This mode of operation is recommended to be used in situations where the 

operation mode is unavailable or not applicable. 

nattended (Hands-Free) mode, start HMS Advanced Options by 

Start > Programs > HealthLink SIX > HMS Advanced Options 

The first screen displayed is the “Scheduler” tab. Change the “Mode of Operation

and set your scheduling parameters on the left hand side of 

Save your changes by selecting “File” and “Save” from the menu bar and close the 

application. Double-click on the “HMS Client Application” icon.
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6.2.1 System Tray Icon for Unattended (Hands-Free) Mode 

In Unattended (Hands-Free) mode, the HMS Client does not display its default window. 

Instead, only a system tray icon is displayed. 

There are three status symbols for the system tray icon, depending on the current state of 
the service:  

This icon indicates that the service is installed and running successfully. 

When the HMS Client is attempting to connect to HealthLink’s messaging 

network, the icon will be spinning. 

This icon (displayed in red) indicates that the last time the client tried to connect, 

it failed. If this icon is displayed, please refer to your error log to determine the 
cause of the connection failure and contact the HealthLink Help Desk for 

assistance. 

 

 

 

From the system tray icon, you can open the HMS Client (i.e. display the main window of the 

HMS Client), view the Event and Error logs or close the HMS Client by right-clicking the icon 

and left clicking the option you want  

6.3 Unattended Mode 

In Unattended Mode, the HMS Client performs the sending and receiving of messages 
automatically at set times during a defined time window each day.  

Different from Unattended (Hands-Free) operation mode, though, the HMS Client is not 
automatically started when the user logs on. Instead, it needs to be launched manually and 
the connection password has to be entered. 
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To set the HMS Client to Unattended Mode, start HMS Advanced Options by selecting: 

Start > Programs > HealthLink SIX > HMS Advanced Options 

The first screen displayed is the “Scheduler” tab. Change the “Mode of Operation” to 

“Unattended” and set your scheduling parameters on the left hand side of the screen. 

6.4 Attended Mode 

Running the HMS Client in Attended mode requires the user to manually launch 

the HMS Client by double-clicking the HMS Client’s desktop icon and entering the 
connection password every time you want to send and receive messages.  

 

You will be presented with the Logon Window.  Enter your Connection Password and click 

“Log On”. 
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The HMS Client is performing one single connection only in this operation mode. The main 
window’s “Run Now” button is disabled. The HMS Client needs to be re-started if another 

connection is to be performed. 

You can choose not to display the entire window by removing the tick from the “Show 
Details” box. This will leave a smaller window on your screen showing progress of your 

connection. 

7 Configuring the HMS Client 

7.1 Scheduler 

In all operation modes except Attended Mode, the HMS Client connects to the HealthLink 
messaging network regularly at pre-defined intervals within a specified time frame. These 
settings can be applied using the “Scheduler” tab of HMS Advanced Options. 

 

 

 

Start Time: Configures the time of day to make the first connection. 

Stop Time: Configures the time of day to make no more connections. 

Sleep Period: Configures the number of hours and minutes to wait between consecutive 

connections. 

Close Period: Configures the number of minutes and seconds to wait after the HMS 

Client’s “Close” button has been pressed.  
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Save your changes by selecting “File” and “Save” from the menu bar and close the HMS 
Advanced Options application. 

In all operation modes except “Attended” mode, the modified schedule settings will be picked 
up by the HMS Client at the following times: 

• If the HMS Client is currently running, the new settings will become effective after its 

next scheduled connection. 

• If the HMS Client is currently not running, the new settings will become effective at 

the HMS Client’s next invocation. 

7.2 Log Files 

The HMS Client keeps a record of its messaging activity in two log files that are available for 
you to view.  

The first is the Event Log showing a complete list of all activities performed by 
the HMS Client. You can display the Event Log by double-clicking the desktop 

icon displayed. 

 

The second is the Error Log containing any errors detected. You can display the Error Log by 

selecting 

Start > Programs > HealthLink SIX > HMS Error Log 

In NT Service and Unattended (Hands-Free) modes, both log files can also be accessed by 

right-clicking the HMS system tray icon. 

7.3 Using a Firewall or a Proxy Server 

If you are using a proxy server, you may need to configure your HMS Client with the 
necessary authentication details to allow it to connect. 

For configuring your firewall or proxy server to work with the HMS Client, please refer to 

section 8.2 for detailed information about the server addresses that need to be accessed by 
the HMS Client. 

For technical support about how to configure your firewall or proxy server, please contact 
your local IT technician. 
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To configure the HMS Client for supporting a proxy server, please open the HMS Advanced 
Options by selecting 

Start > Programs > HealthLink SIX > HMS Advanced Options 

 

  

 

• Select the “Connection” tab and place a tick in the box called “Use proxy server”. 

• Enter the host address and the port number used by your proxy server in the boxes 

provided.  

If your proxy server requires authentication, you will need to place a tick in the “Use 

Authentication” box and enter your username and password for the proxy server.  

7.4 Backing Up Digital Certificates 

As described in section 5.12, the HMS Client uses digital certificates to ensure your secure 

communication with other network participants. These digital certificates are stored in the 
HMS Client’s security folder. Loss of your digital certificates would mean that you would be no 

longer able to send or receive messages. 

In order to prevent you from encountering such a loss of your digital certificates, please make 
sure to use the HMS Client’s function for backing up your security folder regularly. 

If, for any reason, you need to reinstall the HMS Client, your digital certificates can be safely 
restored from this backup copy. 

To start the backup function for the security folder, open the HMS Advanced Options 
application by selecting 

Start > Programs > HealthLink SIX > HMS Advanced Options 

Select the “Security Backup” tab. 
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By clicking on the “Browse” button, you will be presented with a small window asking you to 

select the folder that the contents of your security folder will be saved to. Browse to the 
folder where you would like to store backup files and click "Select Folder”. 

Back on the “Security Backup” tab, please click on the “Backup” button to start the 
backup process. This will place a copy of the content of your security folder into the folder 

selected by you. All your digital certificates are backed up to this backup folder. 

Restoring of your digital certificates in the event of corruption or loss of data 
should only be performed under the supervision of the HealthLink Help Desk. 

 

7.5 Dialup Networking and NT Service 

When the HMS Client is run in NT Service mode and also configured to use dialup 

networking, it is possible that the Windows dialler tries to display pop-up messages 
that are getting unnoticed. This is a feature of Microsoft Windows and HealthLink 

recommends that pop-ups and prompts are disabled in the dialler to avoid 
connections not being made. 

It is important that the Windows dialler of the machine is configured for automatic dialup to 

the internet whenever an application is attempting to access the internet. Also, the dialler 
needs to be configured in a way that no pop-ups will occur. As the HMS Client in NT Service 

mode is not visible or interactively accessible, any attempt of the dialler to display a pop-up 
would make the HMS Client hang. In order to support automatic dialups, the username and 

password enabling access to the your internet service provider (ISP) need to be permanently 

stored in the dialler. 

From Start > Settings > Network Connections, select the Dialup connection used with 

HealthLink connections and un-tick the dial-up options to prevent pop-ups or prompts. 
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8 Appendix 

8.1 Reasons for Installing HMS Client on Your Server 

Installing the HMS Client on a practice’s server is an important task. Doing so in the correct 
manner will ensure trouble-free and secure use of the HealthLink service for your HMS Client. 

The HMS Client has been designed for easy integration with all major Australasian clinical 

software systems. It is a stable server application designed to be installed and run as an NT 
service on the same server that is running your clinical software system. 

The HealthLink Messaging System provides more layers of security than its competitors with 

the integrated usage of strong asymmetrical encryption based on digital certificates and a 
reliable and secure public-key infrastructure (PKI). It is important, though, that this high level 

of security and confidentiality is matched by an equally secure computing environment in 
your practice. The practice network needs to be secured against unauthorised access using 

state-of-the-art technologies like firewalls and adequate security policies. The HMS Client 
should be installed on a server computer and run in NT Service mode to ensure maximum 

reliability. 

The key benefits of installing the HMS Client on your server in NT Service mode are: 

• Increased reliability as a result of complete automation 

• The server is usually the most secure computer at the practice and from a security 

standpoint should be used for the receipt of incoming medical information 

• HealthLink uses digital certificates to encrypt and verify results. These certificates 

need to be stored securely and are best kept on the server which usually has only 
limited access allowed to it 

• To ensure the integrity of the information managed by the HMS Client, the server 

computer should have an Uninterruptible Power Supply (UPS) fitted, and all files are 

backed up regularly. It is significantly cheaper and easier to facilitate to provide a 
single server computer with these measures than a workstation computer. 

• Server computers usually stay switched on 24/7, whereas a workstation may be 

switched off due to the user’s absence, or at the end of a working day. If the server 
or PC is switched off, then messages would not be sent or received. 

• Messaging automatically resumes when the server is restarted. The HMS Client in NT 

Service mode automatically starts and connects to HealthLink’s messaging network at 
scheduled intervals. 

• Messaging keeps running even if the user logs off the computer. The HMS Client in 

NT Service mode keeps running even if no user is one logged onto the server. 

• When installed on a server computer, the HealthLink Messaging Service is less likely 

to be “broken” by user interference, accidental or otherwise. 

• The HMS Client installed on a server does not compromise password security if staff 

are on holiday and another user needs to log in. 

• Delivery of files to and from the clinical software system is not dependent on the 

internal stability of the practice’s network if the HMS Client is installed on the same 
server computer as the clinical software system. 

• Delivery of files to and from the clinical software system can be set up without effort-

intensive and potentially error-prone configuring of networks and workstations if the 

HMS Client is installed on the same server computer as the clinical software system. 
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8.2 Firewall and Proxy Settings 

If you are using a firewall, you may need to add HealthLink server IP addresses to the 

configuration of the HMS Client in order to allow it to successfully connect to HealthLink’s 
messaging network. 

In general, all connections should use port 443 in order to be successful. 

Note: If you are unsure of whether you are using a firewall or proxy, or how to configure 
them properly, please contact your local IT support for assistance. 

The HMS Client needs to have access to the internet addresses listed in the following tables. 
Please note that only one of the tables applies to your installation of the HMS Client, 

corresponding to the country your HMS Client is installed in. 

 

 Server DNS Name IP Address 

Broadband or 
Dialup 

Internet 
Connection 

GCS connections.hms.nz1www1.healthlink.net 202.175.133.210 

Msg Router edi.hms.nz1www1.healthlink.net 202.175.133.211 

Update Server updates.hms.nz1www1.healthlink.net 202.175.133.212 

Dialup VPN 
Connection 

GCS n/a 172.20.112.60 

Msg Router n/a 172.20.112.61 

Update Server n/a 172.20.112.62 

Table 1: Server Addresses for HMS 6.5.5 (New Zealand) 

 

 Server DNS Name IP Address 

Broadband or 

Dialup 
Internet 

Connection 

GCS connections.hms.au1www1.healthlink.net 202.175.133.209 

Msg Router edi.hms.au1www1.healthlink.net 61.88.236.211 

Update Server updates.hms.au1www1.healthlink.net 202.175.133.212 

Dialup VPN 

Connection 

GCS n/a 172.20.112.70 

Msg Router n/a 172.20.112.71 

Update Server n/a 172.20.112.62 

Table 2: Server Addresses for HMS 6.5.5 (Australia) 
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9 Glossary 

Attended Mode When the HMS Client is set to use Attended Mode, it will only run when 
the user launches the program to send and receive messages 

Certificate Password A password provided by HealthLink, which is used when importing 
Digital Certificates during the installation of the HMS Client 

Connection Password This password is set by the user during the installation of the HMS 
Client. The program will ask for this password before it connects in 
Attended Mode or Unattended Mode 

Digital Certificate Certificates are used by the HMS Client to encrypt and decrypt 
messages sent using HealthLink. They are also used when viewing 

secure websites e.g. HealthLink User Online 

EDI Electronic Data Interchange. Your EDI is the name of the account used 

for storing messages until you download them to your computer 

HMS Client Application   HealthLink Messaging Service Application 

HealthLink Messaging Service client 

IPA Independent Practitioners Association 

OTP (One Time 
Password) 

OTP is the Healthlink generated password to allow the HMS Client to 
connect to the HealthLink infrastructure and request a security 

certificate. 

Java Java is a programming language used by the HMS Client. It is also used 

by HealthLink s secure website, called HealthLink User Online 

NT Service When the HMS Client is set to use NT Service the program will connect 
at scheduled times with no user intervention needed 

PHO Primary Health Organisation 

PMS Practice Management System 

Unattended Mode When the HMS Client is set to use Unattended Mode it remains open 
when the program is launched and sends and receives your messages 
at scheduled times. The program window must remain open to maintain 
scheduled connections 
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